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Information technology — Software life cycle processes

1 Scope
1.1 Purpose

This International Standard establishes a common framework for software life cycle processes, with

well-defined terminology, that can be referenced by the software inciustry it contains processes

activities, and tasks that are to be appiied during the acquisition of a sysrem hat contains software

stand-alone software product, and software service and during the supply, deveiopment, operation,
f

— N P ‘_‘4

and maintenance of software pfOGUCIS Software inciudes the software porio 'l_ (o)

This International Standard also provides a process that can be employed for defining, controlling, and
improving software life cycle processes.

1.2 Field of application

This International Standard applies to the acquisition of systems and software products and services, to
the supply, development, operation, and maintenance of software products, and to the software
portion of firmware, whether performed internally or externally to an organization. Those aspects of
system definition needed to provide the context for software products and services are inciuded.

NOTE - The processes used during the software life cycle need to be compatible with the processes used during
the system life cycle.

This International Standard is intended for use in a two-party situation and may be equally applied
where the two parties are from the same organization. The situation may range from an informal
agreement up to a legally binding contract. This International Standard may be used by a single party
as self-imposed tasks.

This International Standard is not intended for off-the-shelf software products uniess incorporated into
a deliverable product.

This International Standard is written for acquirers of systems and software products and services and
for suppliers, developers, operators, maintainers, managers, quality assurance managers, and users of
software products.

1.3 Tailoring of this International Standard

This International Standard contains a set of processes, activities, and tasks designed to be tailored in
respect of software projects. The tailoring process is deletion of non-applicable processes, activities,
and tasks.

NOTE - Addition of unique or special processes, activities, and tasks may be provided in the contract.
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Compiiance with this international Standard is defined as tne performance of all the processes,
activities, and tasks selected from this International Standard in the Tailoring Process (annex A) for the
software project. The performance of a process or an actwuy is complete when all its required tasks

are performed |n accordance with the pre-established criteria and the requirements specified in the

Ay mermamisakisan £~
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reguired nrocesses. activities. and tasks which constitute sunpliers' comnpliance with this International
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Standard.
1.5 Limitations

This International Standard describes the architecture of the software life cycle processes but does not
specify the details of how to implement or perform the activities and tasks included in the processes.

This International Standard is not intended to prescribe the name, format, or explicit content of the
documentation to be produced. This International Standard may require development of documents
of similar class or type; various plans are an example. This International Standard, however, does not
imply that such documents be developed or packaged separately or combined in some fashion. These
decisions are left to the user of this internationai Standard.

This International Standard does not prescribe a specific life cycie modei or software deveiopment
method. The parties of this International Standard are responsible for selecting a life cycle model for
the software project and mapping the processes, activities, and tasks in this internationai Standard onto
that model. The parties are also responsible for selecting and applying the software development
methods and for performing the activities and tasks suitabie for the software project.

This internationai Standard is not intended to be in confiict with any organization's poiicies, standards
or procedures that are already in place. However, any conflict needs to be resolved and any overriding
conditions and situations need to be cited in wntmg as exceptions to the application of this
International Standard.

Throughout this International Standard, "shall" is used to express a provision that is binding between
two or more parties, "will" to express a declaration of purpose or intent by one party, "should” to
express a recommendation among other possibilities, and "may” to indicate a course of action
permissible within the limits of this International Standard.

In this International Standard, there are a number of lists for tasks; none of these is presumed to be
exhaustive -- they are intended as examples.

2 Normative references

The following standards contain provisions which, through reference in this text, constitute provisions
of this International Standard. At the time of publication, the editions indicated were valid. All
standards are subject to revision, and parties to agreements based on this International Standard are
encouraged to investigate the possibility of applying the most recent editions of the standards
indicated below. Members of IEC and ISO maintain registers of currently valid International Standards.
ISO/AFNOR: 1989, Dictionary of computer science.

ISO/IEC 2382-1: 1993, Information technology — Vocabulary - Part 1: Fundamental terms.

ISO/IEC 2382-20: 1990, Information technology — Vocabulary — Part 20: System development.

ISO B402: 1994, Quality management and quality assurance — Vocabulary.

N
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ISO 9001: 1994, Quality systems — Model for quality assurance in design, development, production,
installation and servicing.

ISO/IEC 9126: 1991, Information technology — Software product evaluation — Quality characteristics and
guidelines for their use.

3 Definitions

For the purposes of this International Standard, the definitions given in 1SC 8402, ISO/IEC 23821 and
ISO/IEC 2382-20 apply, together with the following definitions.
NOTE - A product may be interpreted as a part of a system as applicable.

3.1 Acquirer: An organization that acquires or procures a system, software product or software service
from a supplier.

NOTE - The acquirer could be one of the following: buyer, customer, owner, user, purchaser.
3.

3.3 Agreement: The definition of terms and conditions under which a working relationship will be
conducted.

3.4 Audit: Conducted by an authorized person for the purpose of providing an independent
assessment of software products and processes in order to assess compliance with requirements.

35 BRaseline: A formally approved version of a configuration item, regardless of media, formally

designated and fixed at a specuflc time during the configuration item's life cycle.

3.6 Configuration item: An entity within a configuration that satisfies an end use function and that can
be uniquely identified at a given reference point.

3.7 Contract: A binding agreement between two partles, especially enforceable by law, or a similar
internal agreement whoily within an organization, for the supply of software service or for the supply,

development, production, operation, or maintenance of a software product.
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ecified criteria.
2.10 Firmware: The combination of a hardware device and computer instructions or computer data
that reside as read-only software on the hardware device. The software cannot be readily modified
under program control.

3 1 Life cycle model A framework contalmng the processes actlwtles and tasks

2
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the definition of its requ:rements to the termination of its use.

3.12 Maintainer: An organization that performs maintenance activities.

3.13 Monitoring: An examination of the status of the activities of a supplier and of their results by the
acquirer or a third party

item: Hardware or software product that is not required to be delivered under the

contract but may be employed in the development of a software product.
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3.15 Off-the-shelf product: Product that is already developed and available, usable either "as is" or
with modification.

ot
-
=

Operator: An organization that operates the system.

W

.17 Process: A set of interreiated activities, which transform inputs into outputs
NOTE - The term “activities” covers use of resources. [See ISO 8402: 1994, 1.2.]

3.18 Qualification: The process of demonstrating whether an entity is capable of fulfilling specified
n!rnmnni'c [See ISO 8402: 1QQA 2.13, '|

Ciric Lo oT I U

3.19 Qualification requirement: A set of criteria or conditions that have to be met in order to qualify a
software product as complying with its specifications and being ready for use in its target environment.

3.20 AQualification testing: Testing, conducted by the developer and witnessed by the acquirer (as
appropriate), to demonstrate that a software product meets its specifications and is ready for use in its
target environment.

3.21 Quality assurance: All the planned and systematic activities implemented within the quality
system, and demonstrated as needed, to provide adequate confidence that an entity will fulfil
requirements for quality.

INTES
(O =t}

1 There are both internal and external purposes for quality assurance:

a) Internal quality assurance: within an organization, quality assurance provides confidence to
management;

b} Exiernai quaiity assurance: in coniractuai situations, quality assurance provides confidence to the
customer or others.

2 Some quality control and quality assurance actions are interrelated.

3 Unless requirements for quality fully reflect the needs of the user, quality assurance may not provide adequate
confidence.

[ISO 8402: 1994, 3.5]

3.22 Reiease: A particuiar version of a configuration iten
(for example, test release).

3.23 Request for proposal [tender]: A document used by the acquirer as the means to announce its
intention to potential bidders to acquire a specified system, software product or software service.

3.24 Retirement: Withdrawal of active support by the operation and maintenance organization, partial
or total replacement by a new system, or installation of an upgraded system.

3.25 Security: The protection of information and data so that unauthorized persons or systems cannot
read or modify them and authorized persons or systems are not denied access to them.

3.26 Software product: The set of computer programs, procedures, and possibly associated
documentation and data.

3.27 Software service: Performance of activities, work, or duties connected with a software product,
such as its development, maintenance, and operation.

-
D
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3.29 Statement of work: A document used by the acquirer as the means to describe and specify the
tasks to be performed under the contract.

NOTES

3.31 System: An integrated composite that consists of one or more of the processes, hardware,
software, facilities and people, that provides a capability to satisfy a stated need or objective.

3.32 Test coverage: The extent to which the test cases test the requirements for the system or software
product.

B A T oo hIl%8e: Thin bt o rashhinb mm sbicadbivin meed fanalbla damnt anm o damismemasd S Aloadomemen fom
Tadd I Labiny. 1TIE CALCTIL LU WIHGIHT dll URJeLLVvE dliu 18dsiDIC LEol Ldll UE Ucoiylicu o ucLciininmc
whether a requirement is met.

3.34 User: An individual or organization that uses the operational system to perform a specific
function.

NOTE - The

3.35 Validation: Confirmation by examination and provision of objective evidence that the particular
requirements for a specific intended use are fulfilled.

NOTES

1 In design and development, validation concerns the process of examining a product to determine conformity
with user needs.

2 Validation is normally performed on the final product under defined operating conditions. It may be necessary
in earlier stages.

3 “Vaiidated" is used to designate the corresponding status.
4 Multiple validations may be carried out if there are different intended uses.

[ISO 8402: 1994, 2.18]

3.36 Verification: Confirmation by examination and provision of objective evidence that specified

P PR UERTY FUNIRRSI ASOS S 1 (| P |
requireIments nave oeer muimieu.

1 In design and development, verification concerns the process of examining the result of a given activity to
determine conformity with the stated requirement for that activity.

2 "Jarifiad" ic 11 nndina etatue
< venneg is ongin

SLALAS.

«

[ISO 8402: 1994, 2.17]

3.37 Version: An identified instance of an item.

MNTC M Adifinntinm #n n varsinn af a enfhurara nradist raciilbina in a2 naw varsinn ramiiras saanfiaiiratinn
e — wmoGITICaUoON 0 a Version COF a soitware proGusy, resuiting in a newW VEersion, requires coniigurauon
management action
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4 Application of this International Standard
This clause presents the software life cycle processes that can be employed to acquire, supply, develop,

operate, and maintain software products. The objective is to provide a road map for the users of this
International Standard so that they can orient themselves in it and apply it judiciously.
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This International Standard groups the activities that may be performed during the life cycle of
software into five pnmary processes eight supportlng processes, and four organizational processes.
Each iife cycie process is divided into a set of activities; each activity is further divided into a set of
tasks. Subclause numbering a.b denotes a process, a.b.c an activity, and a.b.c.d a task. These life cycle

processes are introduced below and depicted in figure 1
4.1.1.1 Primary life cycle processes

The primary life cycle processes (clause 5) consist of five processes that serve primary parties during
the life cycle of software. A primary party is one that initiates or performs the development, operatlon
or maintenance of software products. These primary parties are the acquirer, the supplier, the
developer, the operator, and the maintainer of software products. The primary processes are:

1) Acaquisition process (subclause 5.1). Defines the activities of the acquirer, the organization that
acquires a system, software product or software service.

2) Supply process (subclause 5.2). Defines the activities of the supplier, the organization that
provides the system, oftware product or software service to the acquirer

use 5.3). Defines the activities of the developer, the organization

w
C
q
]
a
¢
T
o

4) Operation process (subclause 5.4). Defines the activities of the operator, the organization that
provides the service of operating a computer system in its iive environment for its users.

5) Maintenance process (subciause 5.5). Defines the activities of the maintainer, the ﬁr*aﬁizav-
that provides the service of maintaining the software product; that is, , managing modification
to the software product to keep it current and in operational fitness. Thns process includes the
migration and retirement of the software product.

4.1.1.2 Supporting life cycle processes

- [, g

he supporting life cycle processes (clause 6) consist of eight processes A supporting process
supports another process as an integral part with a distinct purpose and co ontributes to the success and
guality of the software project. A supporting process is employed and executed, as needed, by another

process. The supporting processes are:

1) Documentation process (subclause 6.1). Defines the activities for recording the information
produced by a life cycle process.

2) Configuration management process (subciause 6.2). Defines the configuration management
activities.

3) Quality assurance process (subclause 6.3). Defines the activities for objectively assuring that
the software products and processes are in conformance with their specified requirements and
adhere to their established plans. Joint Reviews, Audits, Verification, and Validation may be
used as techniques of Quality Assurance.
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4) Verification process (subclause 6.4). Defines the activities (for the acquirer, the supplier, or an
independent party) for verifying the software products in varying depth depending on the
software project.

5) Validation process (subclause 6.5). Defines the activities (for the acquirer, the supplier, or an
independent party) for validating the software products of the software project.

6) Joint review process (subclause 6.6). Defines the activities for evaluating the status and
products of an activity. This process may be employed by any two parties, where one party
(reviewing partv) reviews another party {reviewed Dar'tVJ ina IOIm‘: forum.

= =" =7

7) Audit process (subciause 6.7). Defines the activities for determining compliance with the
requirements, plans and contract. This process may be employed by any two parties, where
one party (auditing party) audits the software products or activities of another party (audited

party).

8) Problem resolution process (subclause 6.8). Defines a process for analyzing and removing the
problems (including non-conformances), whatever their nature or source, that are discovered
during the execution of development, operation, maintenance, or other processes.

4.1.1.3 Organizational life cycle processes

The organizational life cycle processes (clause 7) consist of four processes They are employed by an

organization to establish and impiement an underilving structure made up of associated life cycle
processes and personnel and continuously improve the structure and processes. They are typically
emploved outside the reaim of specific projecis and coniracts; however, lessons from such projects and
contracts contribute to the improvement of the organization. The organizational processes are:

1) Management process (subclause 7.1). Defines the basic activities of the management,
including project management, during a life cycle process.

2) Infrastructure process (subclause 7.2). Defines the basic activities for establishing the
underlying structure of a life cycle process.

3) Improvement process (subclause 7.3). Defines the basic activities that an organization (that is,
acquirer, supplier, developer, operator, maintainer, or the manager of another process)
performs for establishing, measuring, controlling, and improving its life cycle process.

4) Training process (subclause 7.4). Defines the activities for providing adequately trained
personnel.

4.1.2 Taiioring process. Annex A, which is normative, defines the basic activities needed 1o perform
tailoring of this International Standard. Annex B contains a brief guidance on tailoring the
requirements of this International Standard; it lists the key factors upon which tailoring decisions may
be made.

4.1.3 Relationship between the processes and organizations
This International Standard contains various processes that are applied throughout the life cycle of

software by various organizations depending on their needs and goals. For understandability, annex G
presents the relationships between the life cycle processes and related parties.
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5 Primary life cycle processes
This clause defines the following primary life cycle processes:

Acquisition process;
2} Supply process;

Development process;
4) Operation process;

5} Maintenance process.

The activities and tasks in a primary process are the responsibility of the organization initiating and
performing that process. This organization ensures that the process is in existence and functionai.

—12—
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5.1 Acquisition piocess

The Acquisition Process contains the activities and tasks of the acquirer. The process begins with the
definition of the need to acquire a system, software product or software service. The process continues
with the preparation and issue of a request for proposal, selection of a supplier, and management of
the acquisition process through to the acceptance of the system, software product or software service.
The individual organization having the need may be caiied the owner. The owner may coniraci a
all of the acquisition activities to an agent who will in turn conduct these activities according to
Acquisition Process. The acquirer in this subclause may be the owner or the agent.

'y

=

the

The acquirer manages the Acquisition Process at the project level following the Management Process
(7.1), which is instantiated in this process; establishes an infrastructure under the process following the
Infrastructure Process (7.2); tailors the process for the project following the Tailoring Process (annex A);
and manages the process at the organizational level following the Improvement Process (7.3) and the
Training Process (7.4).

lint ~f antiviting: Thig

1) Initiation;

2) Request-for-Proposal [-tender] preparation;
3) Contract preparation and update;

4) Supplier monitoring;

5) Acceptance and compietion.

5.1.1 Initiation. This activity consists of the following tasks:

5.1.1.1 The acquirer begins the acquisition process by describing a concept or a need to acquire,
develop, or enhance a system, software product or software service.

1.2 The acquirer will define and analyze the system requirements. The system requirements should
lu isiness, organizational and user as well as safety, security, and other criticality requirements

= =2ITlY, =2BLU

ign, testing, and compliance standards and procedures.
5.1.1.3 If the acquirer retains a supplier to perform system requirements analysis, the acquirer will
approve the analyzed requirements.

5.1.1.4 The acquirer may perform the definition and anaiysis of software requirements by itse
retain a supplier to perform this task.

5.1.1.5 The Development Process (5.3) should be used to perform the tasks in 5.1.1.2 and 5.1.1.4.

5.1.1.6 The acquirer will consider options for acquisition against analysis of appropriate criteria to
include risk, cost and benefits for each option. Options include:

a) Purchase an off-the-shelf software product that satisfies the requirements.
b) Develop the software product or obtain the software service internally.
c) Develop the software product or obtain the software service through contract.

4 e cioron
d} A combinat

N
e) Enhance an ex|st|n software product or service.

5.1.1.7 When an off-the-shelf software product is to be acquired, the acquirer will ensure the following
conditions are satisfied:

a) The requirements for the software prod
b) The documentation is available.
¢) Proprietary, usage, ownership, warranty and licensing rights are satisfied.

d) Future support for the software product is planned.

10
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5.1.1.8 The acquirer shouid prepare, document and execute an acquisition pian. The pian shouid
contain the following:

a) Requirements for the system;

b) Pianned empioyment of the system

c) Type of contract to be employed;

d) Responsibilities of the organizations involved;
e) Support concept to be used;

f) Risks considered as well as methods to manage the risks.
5.1.1.9 The acquirer should define and document the acceptance strategy and conditions (criteria).
5.1.2 Request-for-proposal [-tender] preparation. This activity consists of the following tasks:

5.1.2.1 The acquirer should document the acquisition requirements (e.g., request for proposal), the

content of WhICh depends upon the acquisition option selected in 5.1.1.6. The acquisition
documentation shouid inciude, as appropriate:

a) System requirements;

b) Scope statement;

c) Instructions for bidders;

d) List of software products;

e) Terms and conditions;

f) Control of subcontracts;

g) Technical constraints (e.g., target environment).

5.1.2.2 The acquirer should determine which processes, activities, and tasks of this International
Standard are appropriate for the project and should tailor them accordlngly Especially, the acquirer
should specify the applicable supporting processes (clause 6) and their performing organizations,
including responsibilities (if other than suppiier), so that the suppliers may, in their proposais, define
the approach to each of the specified supporting processes. The acquirer will define the scope of those
tasks that reference the contract.

5.1.2.4 The acquisition requirements should be given to the organization selected for performing the
acquisition activities.

5.1.3 Contract preparation and update. This activity consists of the following tasks:

5.1.3.1 The acquirer should establish a procedure for supplier selection including proposal evaluation
criteria and requirements compliance weighting.

5.1.3.2 The acquirer should select a supplier based upon the evaluation of the suppliers' proposals,
capabilities, and other factors that need to be considered.

5.1.3.3 The acquirer may involve other parties, including potential suppliers, before contract award, in
tailoring this International Standard for the project. However, the acquirer will make the final decision
on the tailoring. The acquirer will include or reference the tailored International Standard in the

o e on
Lcunitract.

5.1.3.4 The acquirer will then prepare and negotiate a contract with the supplier, that addresses the
acquisition requirements, including the cost and schedule, of the software product or service to be

delivered. The contract will address proprietary, usage, ownership, warranty and licensing rights
associated with the reusable off-the-shelf software products.

mn
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5.1.3.5 Once the contract is underway, the acquirer will control changes to the contract through
negotiation with the supplier as part of a change control mechanism. Changes to the contract shall be
investigated for impact on project plans, costs, benefits, quality, and schedule.

NOTE - The acquirer determines whether the term "contract” or "agreement" is to be used in the application of this
International Standard.

5.1.4 Supplier monitoring. This activity consists of the following tasks
5.1.4.1 The acquirer will monitor the supplier's activities in accordance with the Joint Review Process

(6.6) and the Audit Process (6.7). The acquirer should supplement the monitoring with the Verification
Process (6.4) and the Validation Process (6.5) as needed.

5.1.42 The acquirer will cooperate with the suppiier to provide aii necessary information in a timely
manner and resolve all pending items.

5.1.5 Acceptance and completion. This activity consists of the following tasks:
5.1.5.1 The acquirer should prepare for acceptance based on the
criteria. The preparation of test cases, test data, test procedures, and test environment should be
included. The extent of supplier involvement should be defined.

Aanfi
aeiine

5.1.5.2 The acquirer will conduct acceptance review and acceptance testing of the deliverable software
product or service and will accept it from the supplier when all acceptance conditions are satisfied. The
acceptance procedure should comply with the provisions of 5.1.1.9.

5.1.5.3 After acceptance, the acquirer should take the responsibility for the configuration management
of the delivered software product (see 6.2).

S LUTnvVESITL =L OULULL 1 5E

NOTE - The acquirer may instaii the software product or perform tne soitware service in accordance with
instructions defined by the supplier.

12
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5.2 Supply process

=

he Supply Process contains the activities and tasks of the supplier. The process may be initiated
sither by a decision to prepare a proposai to answer an acquirer’s request for proposai or by signing
and ntEFII"ICI into a contract with the acumrer io nrowue ihe system, software DFDCIUC'[ or software
service. The process continues with the determination of proce *u*es and TBSOUTCES needed
and assure the project, inciuding deveiopment of project pians and execution 1 of th

delivery of the system, software product or software service to the acqunrer.

=
h‘.'

o

The supplier manages the Supply Process at the project level following the Management Process (7.1),
which is instantiated in this process; establishes an infrastructure under the process following the
Infrastructure Process (7.2); tailors the process for the project following the Tailoring Process (annex A);
and manages the process at the organizational level following the Improvement Process (7.3) and the
Training Process (7.4).

List of activities: This process consists of the following activities:

1) Initiation;

2) Preparation of response;
3) Contract;

4) Planning;

5) Execution and control;
6) Review and evaluation;
7) Delivery and completion.

5.2.1 Initiation. This activity consists of the following tasks:

5.2.1.1 The supplier conducts a review of requirements in the request for proposal taking into account
organizational policies and other regulations.
5.2.1.2 The supplier should make a decision to bid or accept the contract

5.2.2 Preparation of response. This activity consists of the following task:

5.2.21 The supplier should define and prepare a proposal in response to the request for proposal,
including its recommended tailoring of this International Standard.

5.2.3 Contract. This activity consists of the following tasks:

5.2.3.1 The supplier shall negotiate and enter into a contract with the acquirer organization to provide
the software product or service.

5.2.3.2 The supplier may request modification to the contract as part of the change control mechanism.
5.2.4 Planning. This activity consists of the following tasks:
5.2.4.1 The supplier shall conduct a review of the acquisition requirements to define the framework for

managing and assuring the project and for assuring the quality of the deliverable software product or
service.

5.2.4.2 if not stipulated in the contract, the supplier shall define or select a software life cycle model
appropriate to the scope, magnitude, and complexity of the project. The processes, activities, and tasks
of this international Standard shall be selected and mapped onto the life cycle model.
5.2.4.3 The supplier sha!l establish requirements for the plans for managing and assuring the project
and for assuring the quality of the deliverable software product or service. Requirements for the plans
should include resource needs and acquirer involvement.

13

16~



5.2.4.4

yon.2216-2548
IEC 12207(1995)
(Amendment 1(2002-05-01), 2(2004-11-01))

Once the planning requirements are established, the supplier shall consider the options for

developing the software product or providing the software service, against an analysis of risks
associated with each option. Options inciude:

a)
b)
c)
d)

Develop the software product or provide the software s_:er\_rir_:e using internal resources.
Develop the software product or provide the software service by subcontracting.
Obtain off-the-shelf software products from internal or external sources.

A combination of a, b, and ¢ above.

5.2.45 The supplier shall develop and document project management plan(s) based upon the planning
requirements and options selected in 5.2.4.4. Items to be considered in the plan include but are not
limited to the following:

a)

b)

c)

d)

e)

f)

g)
h)

)

k)

=1
Y

Project organizationa! structure and authority and responsibility of each organizational unit,

R L | S S YR YUCRORER ) PRIy

Il'IClUUIl"Ig external urganizauons,

Engineering environment (for development, operation, or maintenance, as applicable),
including test environment, library, equipment, facilities, standards, procedures, and tools;

r
memrliindn amfhanrs aamsians anAd Aean rlnl n-.--lnln [ T=T ey s --g-ln- ad tnmathar wnth hoidsatas
pProGucis, SOnwaic Scr vices and n agiiveraoie inems, we penoimiel Wogen Wil DUGgcs,
ataffina nhusinal racsniirnas anfhaara siza and arhadiilas acsenriatad with tha taclke-
Q‘.OIIIIIE; pll 2iwal IGQUUIUGB' DUILVWYAIT QI4T, AllU oWIITUUITY AooWuwidLTu YWILIT LUIT LQono,

Management of the quality characteristics of the software products or services. Separate plans
for quality may be developed.

Management of the safety, security, and other critical requirements of the software products or

services, annrnﬂ: nlnnc for safetv and enmlrlfu may he develoned

L = LE- 18 SSiTLy A ST R A i

Subcontractor management, including subcontractor selection and involvement between the
subcontractor and the acquirer, if any;

Quality assurance (see 6.3);

Verification (see 6.4) and validation (see 6.5); including the approach for interfacing with the
verification and validation agent, if specified;

Acquirer invoivement; that is, by such means as joint reviews (see 6.6), audits (see 6.7),
informal meetings, reporting, modification and change; implementation, approval, acceptance,
and access to facilities;

User involvement; by such means as requirements setting exercises, prototype demonstrations
and evaluations;

Risk management; that is management of the areas of the project that involve potential
technical, cost, and schedule risks;

Security policy; that is, the rules for need-to-know and access-to-information at each project
organization level;

Approval required by such means as regulations, required certifications, proprietary, usage,
ownership, warranty and licensing rights;

Means for scheduling, tracking, and reporting;

Trainin o~
i IﬂIIIIIIH (&)
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5.2.5 Execution and control. This activity consists of the following tasks:
5.2.5.1 The supplier shall implement and execute the project management plan(s) developed in 5.2.4.
5.2.5.2 The supplier shall:

a) Develap the software product in accordance with Development Process (5.3).
b) Operate the software product in accordance with Operation Process (5.4).
¢) Maintain the software product in accordance with Maintenance Process (5.5).

5.2.5.3 The supplier shall monitor and control the progress and the quality of the software products or
services of the project throughout the contracted life cycle. This shall be an ongoing, iterative task,
which shall provide for:

status;
b) Problem identification, recording, analysis, and resolution.

5.25.4 The supplier shall manage and control the subcontractors in accordance with the Acquisition
Process (5.1). The supplier shall pass down ail contractuai requirements necessary to ensure that the
software product or service delivered to the acquirer is developed or performed in accordance with the
prime-contract requirements.

5.25.5 The suppiier shaii interface with the indep
specified in the contract and project plans.

endent verification, validation, or test agent as

5.2.5.6 The supplier shall interface with other parties as specified in the contract and project plans.
5.2.6 Review and evaluation. This activity consists of the following tasks:

5.2.6.1 The supplier should coordinate contract review activities, interfaces, and communication with
the acquirer's organization.

5.2.6.2 The supplier shall conduct or support the informal meetings, acceptance review, acceptance
testing, joint reviews, and audits with the acquirer as specified in the contract and project plans. The
joint reviews shall be conducted in accordance with 6.6, audits in accordance with 6.7.

5.2.6.3 The supplier shall perform verification and validation in accordance with 6.4 and 6.5
respectively to demonstrate that the software products or services and processes fully satisfy their
respective requirements.

5.2.6.4 The supplier shall make available to the acquirer the reports of evaluation, reviews, audits,
testing, and problem resolutions as specified in the contract.

5.2.6.6 The supplier shall perform quality assurance activities in accordance with 6.3.
5.2.7 Delivery and completion. This activity consists of the following tasks:
5.2.7.1 The supplier shall deliver the software product or service as specified in the contract.

5.2.7.2 The supplier shall provide assistance to the acquirer in support of the delivered software

product or service as specified in the contract.

-
a
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5.3 Development process

The Development Process contains the activities and tasks of the developer. The process contains the
activities for requirements analysis, design, coding, integration, testing, and installation and acceptance
related to software products. It may contain system related activities if stipulated in the contract. The
developer performs or suppaorts the activities in this process in accordance with the contract.
The developer manages the Development Process at the project level following the Management
Process (7.1), which is instantiated in this process; establishes an infrastructure under the process
following the Infrastructure Process (7.2); tailors the process for the project foiiowing the Taiioring
Process (annex A); and manages the process at the organizational level following the Improvement
Process (7.3) and the Training Process (7.4). When the developer is the supplier of the developed
software product, the developer performs the Supply Process (5.2).
List of activities: This process consists of the foiiowing activities:

1) Process implementation;

2) System requirements analysis;

3) System architectural design;

4) Software requirements analysis;

5) Software architectural design;

6) Software detailed design;

7) Software coding and testing;

8) Software integration;

9) Software qualification testing;

10) System integration;

11) System qualification testing;

1921 CAafharnra inatallatin
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13) Software acceptance support.

5.3.1 Process implementation. This activity consists of the following tasks:

5.3.1.1 If not stipulated in the contract, the developer shall define or select a software life cycle model
appropriate to the scope, magnitude, and complexity of the project. The activities and tasks of the
Development Process shall be selected and mapped onta the life cycle madel.

NOTE - These activities and tasks may overlap or interact and may be performed iteratively or recursively.
5.3.1.2 The developer shall:
a) Document the outputs in accordance with the Documentation Process (6.1).

b) Place the outputs under the Configuration Management Process (6.2) and perform change
controi in accordance with it.

c¢) Document and resolve problems and non-conformances found in the software products and
tasks in accordance with the Problem Resolution Process (6.8).

d) Perform the supporting processes (clause 6) as specified in the contract.
5.3.1.3 The developer shall select, tailor, and use those standards, methods, tools, and computer
programming languages (if not stipulated in the contract) that are documented, appropriate, and
established by the organization for performing the activities of the Development Process and
supporting processes (clause 6).

—
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The plans should include specific standards, methods, tools, actions, and responsibility assoc |ated with
the development and qualification of all requirements including safety and security. If necessary,

separate plans may be developed. These plans shall be documented and executed.
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5.3.1.5 Non-deliverable items may be employed in the development or maintenance of the software
product. However, it shall be ensured that the operation and maintenance of the deliverable software
product after its delivery to the acquirer are independent of such items, otherwise those items should
be considered as deliverable.

5.3.2 System requirements analysis. This activity consists of the following tasks, which the developer
shall perform or support as required by the contract:

5.3.2.1 The specific intended use of the system to be developed shall be analyzed to specify system
requirements. The system requirements specification shall describe: functions and capabilities of the
system; business, organizational and user requirements; safety, security, human-factors engineering
(ergonomics), interface, operations, and maintenance requirements; design constraints and

quaiification requirements. The system requirements specification shaii be documented.

5.3.2.2 The system requirements shall be evaluated considering the criteria listed below. The results of
evaluations shall be documented.

aj Traceability to acqu iisition nesds;
b) Consistency with acquisition needs;
L Tactability

("7 ) IG-‘.ltClLHIII.',

d) Feasibility of system architectural design;
e) Feasibility of operation and maintenance.

5.3.3 System architectural design. This activity consists of the following tasks, which the developer
shall nprfnrm or support as reqguired by the contract:

o TeqQiit

5.3.3.1 A top-level architecture of the system shall be established. The architecture shall identify items
of hardware. software, and manuai-operations. it shaii be ensured that aii the system requirements are
allocated among the items. Hardware configuration items, software configuration items, and manual
operations shall be subsequently identified from these items. The system architecture and the system
requirements allocated to the items shall be documented.

53.3.2 The
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he evaluations shall be documented.

a) Traceability to the system requirements;
b) Consistency with the system requirements;
c) Appropriateness of design standards and methods used;

d) Feasmlllty of the soﬂware items fulfilling their allocated requirements;
e) Feasibility of operation and maintenance.

5.3.4 Software requirements analysis. For each software item (or software configuration item, if
identified), this activity consists of the following tasks:

5.3.41 The developer shall establish

TS PP . | R
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found in ISO/IEC 9126.

nd document software requirements, including the qual
elow. Guidan stics m

ity
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ce for specifying quality characteristics may

a) Functional and capability specifications, including performance, physical characteristics, and
environmental conditions under which the software item is to perform;

b) Interfaces external to the software item;

¢} Qualification requirements;

d) Safety specifications, including those related to methods of operation and maintenance,
environmental influences, and personnel injury;
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f) Human-factors engineering (ergonomics) specifications, including those related to manual
operations, human-equipment interactions, constraints on personnel, and areas needing
concentrated human attention, that are sensitive to human errors and training;

g) Data definition and database requirements;

-

h) Instailation and acceptance requirements o
and maintenance site(s);

i) User operation and execution requirements;

k) User maintenance requirements.
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5. eveloper shall evaluate the software requirements considering the criteria listed beiow.
The results of the evaluations shall be documented.

a) Traceability to system requirements and system design;

b) External consistency with system requirements;

c) Internal consistency;

d) Testability;

e) Feasibility of software design;

f) Feasibility of operation and maintenance.

5.3.43 The developer shall conduct joint review(s) in accordance with 6.6. Upon successful
completion of the review(s), a baseline for the requirements of the software item shall be established.

5.35 Software architectural design. For each software item (or software configuration item, if
identified), this activity consists of the following tasks:

5.3.5.1 The developer shall transform the requirements for the software item into an a chiteciure that
describes its top-level structure and identifies the software components. It shall be ens ed that all the
requirements for the software item are allocated to its software components and further refined to
facilitate detailed design. The architecture of the software item shall be documented.

5.3.5.2 The developer shall develop and document a top—lev | design for the interfaces external to the

software item and between the software components of the software item.

5.3.5.3 The developer shall develop and document a top-level design for the database.
5.3.5.4 The developer should develop and document preliminary versions of user documentation.
st requirements and the schedule for
5.3.56 The developer shall evaluate the architecture of the software item and the interface and
database designs considering the criteria listed below. The resuits of the evaluations shall be
documented.

a) Traceability to the requirements of the software item;

b) External consistency with the requirements of the software item;
c) Internal consistency between the software components;

IR — mdnedda

d) Appropriateness of design methods and standards used;
e) Feasibility of detailed design;
f) Feasibility of operation and maintenance.

5.3.5.7 The developer shall conduct joint review(s) in accordance with 6.6.
18
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thls activity consists of the followmg tasks:
53.6.1 Ti of the
item. The software components shall be refined into lower levels containing software units that can be
coded, compiled, and tested. It shall be ensured that all the software requirements are allocated from
the software components to software units. The detailed design shall be documented.

[ TR e | hall A 1 Aa ilad A
he developer shall develop a detailed design for each software component of the

5.3.6.2 The developer shall develop and document a detailed design for the interfaces external to the
software item, between the software components, and between the software units. The detailed design
of the interfaces shall nermit cndmu without the need for further information.

tEllgiba 2 et T LAY AL =i

5.3.6.3 The developer shall develop and document a detailed design for the database.

5.3.6.4 The developer shall update user documentation as necessary.

5.3.65 Thed eloper shall define and document test requirements and schedule for testing softwar
e W -rl__ o g o e ol -_I—_...l.l temmlirdm bt dhhn mnlbarnmn st ad dha llmaita ~Af i4n —nn...—.-..--. .-. -
Uriits. 11ne Les qu"ﬂlllﬂlll SHUUIU IHNGIUuc siicosiily uic SOTOWaire unit LLIG O Illll.b UI Il.b TEYUITSIniGiig.

5.3.6.6 The developer shall update the test requirements and the schedule for Software Integration.

5.3.6.7 The developer shall evaluate the software detailed design and test requirements considering
the criteria listed below. The results of the evaluations shall be documented.

a) Traceability to the requirements of the software item;

b) External consistency with architectural design;

c) Internal consistency between software components and software units;
d) Appropriateness of design methods and standards used:;

e) Feasibility of testing;

f) Feasibility of operation and maintenance.

5.3.6.8 The developer shall conduct joint review(s) in accordance with 6.6.

5.3.7 Software codmg and testing. For each software item (or software configuration item, if
irdamtifinAdl +hin onsists nftha fallawina tacke:
IUCIIUnNGu, 1 LE ﬂ\.rI.IVIL‘]' COnNsisis o7 ine TUIIUVVITIY Laono.

5.3.7.1 The developer shall develop and document the following:

a) Each software unit and database;
b) Test procedures and data for testing each software unit and database.

5.3.7.2 The deveioper shaii test each software unit and database ensuring that it satisfies its
requirements. The test results shall be documented.

e requirements and desian of the sofhware i |+nm
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b) External consistency with the requirements and design of the software item;
c) Internal consistency between unit requirements;

d) Test coverage of units;

e) Appropriateness of coding methods and standards used;

f) Feasibility of software integration and testing;

g) Feasibility of operation and maintenance.
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5.3.8 Software integration. For each software item (or software configuration item, if identified), this

activity consists of the following tasks:

5.3.8.1 The developer shall develop an integration plan to integrate the software units and software
components into the software item. The plan shall include test requirements, procedures, data,
responsibilities, and schedule. The plan shall be documented.

5.3.8.2 The developer shall integrate the software units and software components and test as the
aggregates are developed in accordance with the integration plan. It shall be ensured that each

aggregate sat}sf; s the .equwe.rnnnfe n¥ fhn snftu:n e =tem and 'I'haf 'Ihn enﬁ*uunrn |fnm u:: 1nfnnr:fnrl at fho
conclusion of the integration activity, The integration and test results shall be documented.

5.3.8.3 The developer shall update the user documentation as necessary.

5.3.8.4 The developer shall develop and document, for each qualification requirement of the software
item, a set of tests, test cases (inputs, outputs, test criteria), and test procedures for conducting
Software Qualification Testing. The developer shall ensure that the integrated software item is ready
for Software Qualification Testing.

5.3.8.5 The developer shall evaluate the integration plan, design, code, tests, test resuils, and user
documentation considering the criteria listed below. The results of the evaluations shall be
documented.

{b

a) Traceability to the system requirements;

b) External consistency with the system requirements;

c) Internal consistency;

d) Test coverage of the requirements of the software item;
e) Appropriateness of test standards and methods used;
f) Conformance to expected resuits;

g) Feasibility of software qualification testing;

h) Feasibility of operation and maintenance.

5.3.9 Software quallﬁcatmn testi
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5.3.9.1 The developer shall conduct qualification testing in accordance with the qualification

requirements for the software item. It shall be ensured that the implementation of each software
The gualification testing results chall he documented
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5.3.9.2 The developer shall update the user documentation as necessary.

5.3.9.3 The developer shall evaluate the design, code, tests, test results, and user documentation
considering the criteria listed beiow. The resuits of the evaiuations shaii be documented.

a) Test coverage of the requirements of the software item;
b) Conformance to expected results;

Cj reab:umly of system integration and testing, if conducted ;
d) Feasibility of operation and maintenance.

5.3.9.4 The developer shall support audit(s) in accordance with 6.7. The results of the audits shall be

documented. If both hardware and software are under development or integration, the audits may be
postponed until the System Qualification Testing.

5.3.95

a) Update and prepare the deliverable software product for System Integration, System
Qualification Testing, Software Installation, or Software Acceptance Support as applicable.

23—



yon.2216-2548
IEC 12207(1995)
(Amendment 1(2002-05-01), 2(2004-11-01))

b) Establish a baseline for the design and code of the software item.

NOTE - The Software Qualification Testing may be used in the Verification Process (6.4) or the Validation Process
(6.5).

5.3.10 System integration. This activity consists of the following tasks, which the developer shall
perform or support as required by the contract.

5.2.101 The software configuration items shall be integrated, with hardware configuration items,
manual operations, and other systems as necessary, into the system. The aggregates shall be tested,
as they are developed, against their requirements. The integration and the test results shall be

documented.

5.3.10.2 For each qualification requirement of the system, a set of tests, test cases (inputs, outputs, test
criteria), and test procedures for conducting System Qualification Testing shall be developed and
documented. The developer shall ensure that the integrated system is ready for System Qualification
Testing.
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a) Test coverage of system requirements;

b) Appropriateness of test methods and standards used;
¢) Conformance to expected results;

d) Feasibility of system qualification testing;

e) Feasibility of operation and maintenance.

53.11 Sv ,ern qualification teshnn This activity consists of the following tasks, which the developer

5.3.11.1 Syste qual'fication testing shall be conducted in accordance with the qualification
requirements specified for the system. It shall be ensured that the implementation of each system
requirement tested for compliance and that the system is ready for delivery. The gualification testing

is
results shall be documented.

5.3.11.2 The system shall be evaluated considering the criteria listed below. The results of the
evaluations shall be documented.

Test coverage of system requirements;
Conformance to expected results;

cipelieul fesu

Feasibility of operation and maintenance.

ege

5.3.11.3 The developer shall support audit(s) in accordance with 6.7. The results of the audit(s) shall be
documented.

NOTE - This subclause is not applicable to those software configuration items for which audits were conducted
previously.

5.3.11.4 Upon successful completion of the audit(s), if conducted, the developer shali:

a) Update and prepare the deliverable software product for Software Installation and Software
Acceptance Support.

b) Establish a baseline for the design and code of each software configuration item.
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5.3.12 Software instaiiation. This activity consists of the foiiowing tasks:

5.3.12.1 The developer shall develop a plan to install the software product in the target environment as
designated in the contract. The resources and information necessary to install the software product
shall be determined and be available. As specified in the contract, the developer shall assist the
............. b A Wihaera d4ha toatallad anfhugnra meadiiadr o ranlasninsa an aviedtins
dbqullcl \Wll.ll l.IIG DGL'U}J' ﬂbl.lvl!.lvb VVIIGIC LT Hiswalicu SUIlwalc piuuduuL 1o ITHIauilly all CAlaLily
system, the developer shall support any parallel running activities that are required by contract. The
installation plan shall be documented.

5.3.122 The developer shall install the software product in accordance with the installation plan. It
shall be ensured that the software code and databases initialize, execute, and terminate as specified in
the contract. The installation events and results shall be documented.

5.3.13 Software acceptance support. This activity consists of the following tasks:

5.3.13.1 The developer shall support the acquirer's acceptance review and testing of the software
product. Acceptance review and testing shall consider the results of the Joint Reviews (6.6}, Audits
(6.7), Software Qualification Testing, and System Qualification Testing (if performed). The results of

the acceptance review and testing shall be documented.
5.3.13.2 The developer shall complete and deliver the software product as specified in the contract.

5.3.13.3 The developer shall provide initial and continuing training and support to the acquirer as

gnncl'ﬁnd in the contract.

o LLNiac
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5.4 Operation process

The Operation Process contains the activities and tasks of the operator. The process covers the
operation of the software product and operational support to users. Because operation of software
product is integrated into the operation of the system, the activities and tasks of this process refer to
the system.

The operator manages the Operation Process at the project level following the Management Process
(7.1), which is instantiated in this process; establishes an infrastructure under the process following the
infrastructure Process (7.2); tailors the process for the project following the Tailoring Process (annex A);
and manages the process at the organizational level following the Improvement Process (7.3) and the
Training Process (7.4). When the operator is the supplier of the operation service, the operator

performs the Supply Process (5.2).
List of activities. This process consists of the following activities:

1) Process implementation;
2} nnnrnflnnnl ‘I'neflnn

3) System operatlon,
4) User support.

5.4.1 Process implementation. This activity consists of the following tasks:

5.4.1.1 The operator shall develop a plan and set operational standards for performing the activities
and tasks of this process. The plan shall be documented and executed.

5.4. 1e operator s establish procedures
and providing feedback. Whenever
the Problem Resolution Process (6.8).
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environment, for entering problem reports and modification requests to the Maintenance Process (5.5),
and for releasing the software product for operational use.

o,

5.4.2 Operational testing. This activity consists of the following tasks:
5.4.2.1 For each release of the software product, the operator shall perform operational testing, and, on
satisfying the specified criteria, release the software product for operational use.

5.4.22 The operator shall ensure that the software code and databases initialize, execute, and
terminate as described in the plan.

5.4.41 The operator shall provide assistance and consultation to the users as requested. These
requests and subsequent actions shall be recorded and monitored.

5.4.4.2 The operator shaii forward user requests, as necessary, to the Maintenance Process (ciause 5.5)
for resolution. These requests shall be addressed and the actions that are planned and taken shall be
reported to the originators of the requests. All resolutions shall be monitored to conclusion.

round before a permanent solution can be

a
be gven the option to use |t Permanent

5.4.43 if a reported problem has a temporary work-around before a permanen
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corrections, releases that
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5.5 Maintenance process

The Maintenance Process contains the activities and tasks of the maintainer. This process is activated
when the software product undergoes modifications to code and associated documentation due to a
problem or the need for improvement or adaptation. The objective is to modify existing software
product while preserving its integrity. This process includes the migration and retirement of the
software product. The process ends with the retirement of the software product.

The activities provided in this are specific to the Maintenance Process; however, the process may utilize
other processes in this internationai Standard. if the Deveiopment Process {5.3) is utilized, the term
developer there is interpreted as maintainer.

The maintainer manages the Maintenance Process at the project level following the Management
Process (7.1), which is instantiated in this process; establishes an infrastructure under the process
following the Infrastructure Process (7.2); tailors the process for the project following the Tailoring
Process (annex A); and manages the process at the organizational level following the Improvement
Process (7.3) and the Training Process (7.4). When the maintainer is the supplier of the maintenance
service, the maintainer performs the Supply Process (5.2).

List of activities. This process consists of the following activities:

1) Process implementation;

2) Problem and modification analysis;
3) Modification implementation;

4) Maintenance review/acceptance;

5) Migration;

6) Software retirement.

5.5.1 Process implementation. This activity consists of the following tasks:

5.5.1.1 The maintainer shall develop, document, and execute plans and procedures for conducting the
activities and tasks of the Maintenance Process.

5.5.1.2 The maintainer shall establish procedures for receiving, recording and tracking problem reports
and modification requests from the users and providing feedback to the users. Whenever problems are
encountered, they shall be recorded and entered into the Problem Resolution Process (6.8).

5.5.1.2 The maintainer shall implement (or establish organizational interface with) the Configuration

Management Process (6.2) for managing modifications to the existing system.

e L

5.5.2 Probiem and modification anaiysis. Tf

1is activity consists o

5.5.2.1 The maintainer shall analyze the problem report or modification request for its impact on the
organization, the existing system, and the interfacing systems for the following:

a) Type; for example, corrective, improvement, preventive, or adaptive to new environment;
b) Scope; for example, size of modification, cost involved, time to modify;
¢) Criticality; for example, impact on performance, safety, or security.

5.5.2.2 The maintainer shall replicate or verify the problem.

5.5.2.3 Based upon the analysis, the maintainer shall develop options for implementing the
modification

5524 The maintainer shaii document the probiem/modification request, the analysis results, and
implementation options.

5.5.25 The maintainer shall obtain approval for the selected modification option as specified in the
contract.

24
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5.5.3 Modification implementation. This activity consists of the following tasks:

5.5.3.1 The maintainer shall conduct analysis and determine which documentation, software units, and
versions thereof need to be modified. These shall be documented.

5.5.3.2 The maintainer shall enter the Development Process (5.3) to implement the modifications. The
requirements of the Development Process shall be supplemented as follows:

a) Test and evaluation criteria for testing and evaluating the modified and the un-modified parts

(software units, components, and configuration items) of the system shall be defined and

documented.

=

The comnplete and correct implementation of the new and modified requirements shall be

ensured. It also shall be ensured that the original, unmodified requirements were not affected.
The test resuits shail be documented.

5.5.4 Maintenance review/acceptance. This activity consists of the following tasks:

5.5.4.1 The maintainer shall conduct review(s) with the organization authorizing the modification to

determine the integrity of the modified system.

5.5.42 The maintainer shall obtain approval for the satisfactory completion of the modification as

e o amedenmd
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5.5.5 Migration. This activity consists of the following tasks:

5.5.5.1 If a system or software product (including data) is migrated from an old to a new operational
environment, it shall be ensured that any software product or data produced or modified during
migration are in accordance with this International Standard.

5.5.5.2 A migration plan shall be developed, documented, and executed. The planning activities shall
include users. Items included in the plan shall include the following:

a) Requirements analysis and definition of migration;

b) Development of migration tools;

¢j Conversion of software product and da

d) Migration execution;

e) Migration verification;

f)  Support for the old environment in the future.
EEERE2 lLls
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Users shall be given notification of the migration plans and activities. Notifications shall
include the fol

lowing:

a) Statement of why the old environment is no longer to be supported;

b) Description of the new environment with its date of avaiiabiiity;
c) Description of other support options available, if any, once support for the old environment
has been removed.

5.5.5.4 Parallel operations of the old and new environments may be conducted for smooth transition to
the new environment. During this period, necessary training shall be provided as specified in the
contract.

5.5.5.5 When the scheduled migration arrives, notification shall be sent to all concerned. All
associated old environment's documentation, logs, and code should be placed in archives.

]

28



yon.2216-2548
IEC 12207(1995)
(Amendment 1(2002-05-01), 2(2004-11-01))

5.55.6 A post-operation review shall be performed to assess the impact of changing to the new
environment. The results of the review shall be sent to the appropriate authorities for information,
guidance, and action.

5.5.5.7 Data used by or

SSO
R £
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Id environment shall be accessible in accordance with the
contract reguirements fo audi ble a

5.5.6 Software retirement. This activity consists of the following tasks:
NOTE - The software product will be retired on the request of the owner.

55.6.1 A retirement plan to remove active support by the operation and maintenance organizations
shall be developed and documented. The planning activities shall include users. The plan shall
address the items listed below. The pian shall be executed.

a) Cessation of full or partial support after a certain period of time;

b) Archiving of the software product and its associated documentation;
¢) Responsibility for any future residual support issues;

d) Transition to the new software product, if applicable;

e} Accessibility of archive copies of data.

5.5.6.2 Users shall be given notification of the retirement plans and activities. Notifications shall
include the following:

a) Description of the replacement or upgrade with its date of availability;
b) Statement of why the software product is no longer to be supported;
c) Description of other support options available, once support has been removed.

5.5.6.3 Paraiiei operations of the retiring and the new software product should be conducted for
smooth transition to the new system. During this perlod user training shall be provided as specified in

the contract.

55.6.4 When the scheduled retirement arrives, notification shall be sent to all concerned. All
associated development documentation, logs, and code should be placed in archives, when
appropriate.

5.5.6.5 Data used or associated by the retired software product shaii be accessibie in accordance with
the contract requirements for data protection and audit applicable to the data.
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6 Supporting life cycle processes
This clause defines the following supporting life cycie processes:

1) Documentation process;

2) Configuration management process;
3) Quality assurance process;

4) Verification process;

5} Validation process;

6) Joint review process;

7) Audit process;

8) Problem resolution process.

The activities and tasks in a supporting process are the responsibility of the organization performing
that process. This organization ensures that the process is in existence and functionai.

The organization employing and performing a supporting process manages it at the project level
following the Management Process (7.1); estabiishes an infrastructure under it foiiowing the
Infrastructure Process (7.2); tailors it for the project following the Tailoring Process (annex A); and
manages it at the organizational level following the Improvement Process (7.3) and the Training
Process (7.4). Joint Reviews, Audits, Verification, and Validation may be used as techniques of Quality
Assurance.
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6.1 Documentation process

The Documentation Process is a process for recording information produced by a life cycle process or
activity. The process contains the set of activities, which plan, design, develop, produce, edit,
distribute, and maintain those documents needed by all conce

users of the system or software product.

eiirh ae mananare enaingare and
SuUucCn as managers, engingeers, and

List of activities. This process consists of the following activities:

1) Process implementation;
2) Design and development;
3) Production;

4) Maintenance.

~aa o B —
0. 1.1 Frocess impiement

his activity consists o

6.1.1.1 A plan, identifying the documents to be produced during the life cycle of the software product,
shall be developed, documented, and implemented. For each identified document, the following shall
be addressed:

al Titlea aor Namae-
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b) Purpose;
c) Intended audience;

d) Procedures and responsibilities for inputs, development, review, modification, approval,
production, storage, distribution, maintenance, and configuration management;

e) Scheduie
6.1.2 Design and development. This activity consists of the following tasks:

6.1.2.1 Each identified document shall be designed in accordance with applicable documentation
standards for format, content description, page numbering, figure/table placement, proprietary/security
marking, packaging, and other presentation items.

6.1.22 The source and appropriateness of input data for the documents shall be confirmed.
Automated documentation tools may be used.

6.1.23 The prepared documents shall be reviewed and edited for format, technical content, and
presentation style against their documentation standards. They shall be approved for adequacy by
authorized personnel prior to issue.
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6.1.3 Produciion.
6.1.3.1 The documents shall be produced and provided in accordance with the plan. Production and
distribution of documents may use paper, electronic, or other media. Master materials shall be stored
in accordance with requirements for record retention, security, maintenance, and backup.

6.1.3.2 Controls shall be established in accordance with the Configuration Management Process (6.2).
6.1.4 Maintenance. This activity consists of the following task:

6.1.4.1 The tasks, that are required to be performed when documentation is to be modified, shalil be

performed (see 5.6). For those documents that are under configuration management, modifications
shall be managed in accordance with the Configuration Management Process (6.2).
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The Configuration Management Process is a process of applying administrative and technical
procedures throughout the software life cycle to: identify, define, and baseline software items in a
system; control modifications and releases of the items; record and report the status of the items and
modification requests; ensure the completeness, consistency, and correctness of the items; and control

storage, handling, and delivery of the items.

NOTE - When this process is employed on other software products or entities, the term "software item” below is
interpreted accordingly.

List of activities. This process consists of the following activities:

1) Process implementation;

2) Configuration identification;

3) Configuration control;

4) Configuration status accounting;

Sl Sldliles aLLL

5) Configuration evaluation;
6) Release management and delivery.

6.2.1 Process implementation. This activity consists of the following task:

6.2.1.1 A configuration management plan shall be developed. The plan shall describe: the
configuration management activities; procedures and schedule for performing these activities; the
organization{s) responsible for performing these activities; and their relationship with other
organizations, such as software development or maintenance. The plan shall be documented and
implemented.

NOTE - The plan may be a part of the system configuration management plan.

6.2.2 Configuration identification. This activity consists of the following task:

6.2.21 A scheme shaii be estabiished for identification of software items and their versions to be
controlled for the project. For each software item and its versions, the following shall be identified: the

documentation that establishes the baseline; the version references; and other identification details.
6.2.3 Configuration control. This activity consists of the following task:

.2.3.1 The
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6.2.4 Configuration status accounting. This activity consists of the following task:

6.2.4.1 Management records and status reports that show the status and history of controlled software
items including baseline shall be prepared. Status reports should include the number of changes for a
project, latest software item versions, release identifiers, the number of releases, and comparisons of
releases.

6.2.5 Configuration evaluation. This activity consists of the following task:
6.2.5.1 The following shall d

items against their requirements and the physical completeness of the software items (whether their
design and code reflect an up-to-date technical description).

be d
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6.2.6 Release management and delivery. This activity consists of the following task:
6.2.6.1 The release and delivery of software products and documentation shall be formally controlled.
Master copies of code and documentation shall be maintained for the life of the software product. The

code and documentation that contain safety or security critical functions shall be handled, stored,
packaged, and delivered in accordance with the policies of the organizations involved.

30
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6.3 Quality assurance process

The Quality Assurance Process is a process for providing adequate assurance that the software
products and processes in the project life cycle conform to their specified requirements and adhere to
their established plans. To be unbiased, quality assurance needs to have organizational freedom and
authority from persons directly responsible for developing the software product or executing the
process in the project. Quality assurance may be internal or external depending on whether evidence
of product or process quality is demonstrated to the management of the supplier or the acquirer.
Quality assurance may make use of the results of other supporting processes, such as Verification,
Validation, Joint Reviews, Audits, and Problem Resolution.

List of activities. This process consists of the foillowing activities:

1) Process impiementation;

2} Product assurance;

3) Process assurance;

4) Assurance of quality systems.

6.3.1 Process implementation. This activity consists of the following tasks:

6.3.1.1 A quality assurance process tailored to the project shall be established. The objectives of the
quality assurance process shall be to assure that the software products and the processes employed for
providing those software products comply with their established requirements and adhere to their
established plans.

6.3.1.2 The quality assurance process should be coordinated with the related Verification (6.4),
Validation (6.5), Joint Review (6.6), and Audit (6.7) Processes.

6.3.1.3 A pian for conducting the quaiity assurance process aciivities and tasks shaii be deveioped,
documented, implemented, and maintained for the life of the contract. The plan shall include the
foiiowing:
a) Quality standards, methodologies, procedures, and tools for performing the quality assurance
activities {or their references in organization's official documentation);
b} Procedures for contract review and coordination thereof;

©
-—

d) Resources, schedule, and responsibilities for conducting the quality assurance activities;

e) Selected activities and tasks from supporting processes, such as Verification (6.4), Validation
(6.5), Joint Review (6.6), Audit (6.7), and Problem Resolution (6.8).

6.3.1.4 Scheduled and on-going quality assurance activities and tasks shall be executed. When
problems or non-conformances with contract requirements are detected, they shall be documented and
serve as input to the Problem Resolution Process (6.8). Records of these activities and tasks, their
execution, problems, and problem resolutions shall be prepared and maintained.

<
s I ! urin pli
sedom, resources, and authority to permit objective evaluations
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6.3.2 Product assurance. This activity consists of the following tasks:

6.3.2.1 It shall be assured that all the plans required by the contract are documented, comply with the
contract, are mutually consistent, and are being executed as required.

6.3.2.2 It shall be assured that software products and reiated documentation compiy with the contract

6.3.2.3 In preparation for the delivery of the software products, it shall be assured that they have fully
satisfied their contractual requirements and are acceptable to the acquirer.

6.3.3 Process assurance. This activity consists of the following tasks:

6.3.3.1 It shall be assured that those software life cycle processes (supply, development, operation,
maintenance, and supporting processes including quality assurance) employed for the project comply
with the contract and adhere to the plans.

6.3.3.2 It shall be assured that the internal software engineering practices, development environment,
+est environment, and libraries comply with the contract.

6.3.33 It shall be assured that applicable prime-contract requirements are passed down to the
subcontractor, and that the subcontractor's software products satisfy prime-contract requirements.
cooperation in accordance with the contract, negotiations, and plans.

6.3.3.5 It should be assured that software product and process measurements are in accordance with
established standards and procedures.

= signed have the skill and knowledge needed to meet the
he project and receive any necessary training.
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6.3.4 Assurance of quality systems. This activity consists of the following task:

6.3.4.1 Additional quality management activities shall be assured in accordance with the clauses of ISO
9001 as specified in the contract.

w
N
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6.4 Verification process

The Verification Process is a process for determining whether the software products of an activity fulfill
the requirements or conditions imposed on them in the previous activities. For cost and performance
effectiveness, verification should be integrated, as early as possible, with the process (such as supply,

215U, 2= &gl g2 PU=2ILE L2 a3 su

development, operation, or malntenance} that employs it. This process may mclude analysis, review
and test,

This process may be executed with varying degrees of independence. The degree of independence
may range from the same person or different person in the same organization to a person in a different
organization with varying degrees of separation. In the case where the process is executed by an
organization independent of the supplier, developer, operator, or maintainer, it is called Independent

Verification Process.
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2) Verification.
6.4.1 Process implementation. This activity consists of the following tasks:
6.4.1.1 A determination shall be made if the project warrants a verification effort and the degree of

organizationai independence of that effort needed. The project requirements sh
criticality. Criticality may be gauged in terms of:
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a) The potential of an undetected error ‘n a system or software requirement for causing death or
personal injury, mission failure, or financial or catastrophic equipment loss or damage;
b} The maturity of and risks associated with the software technology to be used;

c) Availability of funds and resources.

6.4.1.2 If the project warrants a verification effort, a verification process shall be established to verify
the software product.

6.4.1.2 If the project warrants an independent verification effort, a qualified organization responsible
for conducting the verification shall be selected. This organization shall be assured of the
independence and authority to perform the verification activities.

6.4.1.4 Based upon the scope, magnitude, complexity, and criticality analysis above, target life cycle
activities and software products requiring verification shall be determined. Verification activities and
tasks defined in 6.4.2, including associated methods, techniques, and tools for performing the tasks,
shall be selected for the target life cycle activities and software products.

6.4.1.5 Based upon the verification tasks as determined, a verification plan shall be developed and
documented. The plall shall address the life C“r”‘le activities and software prnriur’l'e ellhmr'i‘ to
verification, the required verification tasks for each life cycle activity and software product, and re!ated
resources, responsibilities, and scheduls. The plan shall address procedures for forwarding verification
reports to the acquirer and other involved orgamzatlons.

6.4.1.6 The verification plan shall be implemented. Problems and non-conformances detected by the
verification effort shall be entered into the Problem Resolution Process (6.8). All problems and non-
conformances shall be resolved. Results of the verification activities shall be made available to the
acquirer and other invoived organizations.



yon.2216-2548
IEC 12207(1995)
(Amendment 1(2002-05-01), 2(2004-11-01))

6.4.2 Verification. This activity consists of the following tasks:

6.4.2.1 Contract verification. The contract shall be verified considering the criteria listed below:

a)

v
]

=

1)
—

e)

The supplier has the capability to satisfy the requirements.

The requirements are consistent and cover user needs
Adeqguate procedures for handling changes to requirements and escalating problems are
stipulated.

Procedures and their extent for interface and cooperation among the parties are stipulated,
including ownership, warranty, copyright and confidentiaiity.

Acceptance criteria and procedures are stipulated in accordance with requirements.

NOTE - This activity may be used in the contract review (see 6.3.1.3 b).

6.4.2.2 Process verification. The process shall be verified considering the criteria listed below:

a)

b)

c)
d)

6.423

beiow:

o
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c)

d)

o
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b)

(>R

Project planning requirements are adequate and timely.

Processes selected for the project are adequate, implemented, being executed as planned, and
compliant with the contract.

The standards, procedures, and environments for the project’s processes are adequaie.

The project is staffed and personnel trained as required by the contract.

Requirements verification. The requirements shall be verified considering the criteria listed
The system requirements are consistent, feasible, and testable

The system requirements have been appropriately allocated to hardware items, software items,
and manual operations according to design criteria.

The software requirements are consistent, feasible, testable, and accurately reflect system
requirements.

The software requirements related to safety, security, and criticality are correct as shown by
suitably rigorous methods.

5.4.2.4 Design verification. The design shaii be verified considering the criteria listed beiow:

The desian is correct amel s H
ne b‘bul IS COrrecL dna consis

1o require e +o

The design implements proper sequence of events, inputs, outputs, interfaces, logic flow,
allocation of timing and sizing budgets, and error definition, isolation, and recovery.

Selected design can be derived from requirements.

The design implements safety, security, and other critical requ irements correctly as shown by
suitably rigorous methods.

6.4.2.5 Code verification. The code shall be verified considering the criteria listed below:

a)

W
o=

The code is traceable to desig
requirements and codin é

and requirements, testable, correct, and compliant with

w
o
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o
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i
-
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b) The code implements proper event sequence, consistent interfaces, correct data and control
flow, completeness, appropriate allocation timing and sizing budgets, and error definition,
isolation, and recovery.

c) Selected code can be derived from design or requirements.

d) The code implements safety, security, and other critical requirements correctly as shown by
suitably rigorous methods.

6.4.2.6 Integration verification. The integration shall be verified considering the criteria listed below
a) The software components and units of each software item have been completely and correctly
integrated into the software item

b) The hardware items, software items, and manual operations of the system have been
completely and correctly integrated into the system.

c) The integration tasks have been performed in accordance with an integration plan.

6.4.2.7 Documentation verification. The documentation shall be verified considering the criteria listed
below:

a) The documentation is adequate, complete, and consistent.
b} Documentation preparation is timely
¢} Configuration management of documents follows specified procedures
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6.5 Validation process

The Validation Process is a process for determining whether the requirements and the finai, as-buiit
system or software product fuifiiis its specific intended use. Validation may be conducted in earlier
stages. This process may be conducted as a part of Software Acceptance Support (5.3.13)
b o X PR AR G (S | AR R PR Ak i damamdanas Tha damran ~Af indanamdamans
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List of activities. This process consists of the following activities

1) Process implementation;

2) Validation

6.5.1 Process implementation. This activity consists of the following tasks:

6.5.1.1 A determination shall be made if the project warrants a validation effort and the degree of
organizational independence of that effort needed.

6.5.1.2 If the project warrants a validation effort, a validation process shall be established to validate
the system or software product. Validation tasks defined below, including associated methods,
techniques, and tools for performing the tasks, shall be selected.

6.5.1.3 If the project warrants an independent effort, a qualified organization responsible for
conducting the effort shall be selected. The conductor shall be assured of the independence and
authority to perform the validation tasks.

6.5.1.4 A validation plan shali be deveioped and documented. The pian shaii inciude, but is not limited
to, the foliowing:

A R i I
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validatinn effonrt chall he antaerad intn the Prohlam Reenlutinn Procece (6 8) All nrohleme and non-
vaigation etiort shan bDe entered Into the rropiem hResoiution rrocess (b.s). Adl probiems ang non
conformances shall be resolved. Results of the validation activities shall be made available to the
acauirer and other involved organizations
6.5.2 Validation. This activity shall consist of the following tasks:

6.5.2.1 Prepare selected test requirements, test cases, and test specifications for analyzing test results.

6.5.2.2 Ensure that these test requirements, test cases, and test specifications reflect the particular
requirements for the specific intended use.

6.5.2.3 Conduct the tests in subclauses 6.5.2.1 and 6.5.2.2, including:
a) Testing with stress, boundary, and singular inputs;

b) Testing the software product for its ability to isolate and minimize the effect of errors; that is,
graceful degradation upon failure, request for operator assistance upon stress, boundary, and
singular conditions;
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c) Testing that representative users can successfully achieve their intended tasks using the
software product.

6.5.2.4 Validate that the software product satisfies its intended use.

6.5.2.5 Test the software product as appropriate in selected areas of the target environment.
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6.6 Joint review process

The Joint Review Process is a process for evaluating the status and products of an activity of a project
as appropriate. Joint reviews are at both project management and technical levels and are held
throughout the life of the contract. This process may be empioyed by any two pa rties, where one party
(reviewing party) reviews another party (reviewed party).

List of activities: This process consists of the following activities:
1) Process implementation;
2) Project management reviews;

3) Technical reviews.

6.6.1 Process implementation. This activity consists of the following tasks:

6.6.1.1 Periodic reviews shall be held at predetermined milestones as specified in the project plan(s).
Ad hoc reviews should be called when deemed necessary by either party.

6.6.1.2 All resources required to conduct the reviews shall be agreed on by the parties. These
resources include personnel, location, facilities, hardware, software, and tools.

6.6.1.3 The parties should agree on the following items at each review: meeting agenda, software
products (results of an activity) and problems to be reviewed; scope and procedures; and entry and exit

criteria for the review.

6.6.1.4 Problems detected during the reviews shall be recorded and entered into the Problem
Resolution Process (6.8) as required.

to the reviewed party the adequacy (for example, approval, disapproval, or contingent approval) of the

he review results shall be documented and distributed. The reviewing party will acknowledge

he parties shall agree on the outcome of the review and any action item responsibiiities and

6.6.2 Project management reviews. This activity consists of the following task:

6.6.2.1 Project status shall be evaluated relative to the applicable project plans, schedules, standards,
and guidelines. The outcome of the review should be discussed between the two parties and should
provide for the following:

a) Making activities progress according to plan, based on an evaluation of the activity or software

product status;
b) Maintaining global control of the project through adequate allocation of resources

¢) Changing project direction or determining the need for alternate planning;
d) Evaluating and managing the risk issues that may jeopardize the success of the project.
6.6.3 Technical reviews. This activity consists of the following task:

6.6.3.1 Technical reviews shail be held to evaluate the software products or services under
consideration and provide evidence that:

a) They are complete.

b) They comply with their standards and specifications.
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c) Changes to them are properly implem
Configuration Management Process (6.2).

d) They are adhering to applicable schedules.
e) They are ready for the next activity.

f) The development, operation, or maintenance is being conducted according to the plans,
schedules, standards, and guidelines of the project.
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6.7 Audit process

The Audit Process is a process for determining compliance with the requirements, plans, and contract

as appropriate. This process may be employed by any two parties, where one party (auditing party)
andite tha enfharara nradiinte nr artivitioe nf annthar narty landited nartul
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Lict of activities, This s process consists of the follo ving activities:

2)  Audit.
6.7.1 Process implementation. This activity consists of the following tasks:
6.7.1.1 Audits shall be held at predetermined milestones as specified in the project plan(s).

6.7.1.2 Auditing personnel shall not have any direct responsibility for the software products and
activities they audit.

arties. These resources
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6.7.1.4 The parties should agree on the following items at each audit: agenda; software products (and
results of an activity) to be reviewed; audit scope and n,ocer_iu.res, and entry and exit criteria for the
audit

6.7.1.5 Problems detected during the audits shall be recorded and entered into the Problem Resolution
Process (6.8) as required.

6.7.1.6 After completing an audit, the audit results shall be documented and provided to the audited
party. The audited party shall acknowledge to the auditing party any problems found in the audit and
related problem resolutions planned.

6.7.1.7 The parties shall agree on the outcome of the audit and any action item responsibilities and
closure criteria.

a) As-coded software products (such as a software item) reflect the design documentation.

b) The acceptance review and testing requirements prescribed by the documentation are
adequate for the acceptance of the software products.

c¢) Test data comply with the specification.
d) Software products were successfully tested and meet their specifications.

e) Test reports are correct and discrepancies between actual and expected results have been
resolved.

f)  User documentation complies with standards as specified.

a) Activities have been conducted according to applicable requirements, plans, and contract.

h) The costs and schedules adhere to the established plans.
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The Problem Resolution Process is a process for analyzing and resolving the problems (including non-
conformances), whatever their nature or source, that are discovered during the execution of
development, operation, maintenance, or other processes. The objective is to provide a timely,
responsible, and documented means to ensure that all discovered problems are analyzed and resolved

and trends are recognized.

1} Process implementation;

2) Problem resolution.

6.8.1 Process implementation. This activity consists of the following task:

6.8.1.1 A problem resolution process shall be established for handling all problems (including non-
conformances) detected in the software products and activities. The process shall comply with the

following requirements:

a) The process shall be closed-loop, ensuring that: all detected problems are promptly reported
and entered into the Problem Resolution Process; action is initiated on them; relevant parties
are advised of the existence of the problem as appropriate; causes are identified, analyzed,
and, where possible, eliminated; resolution and disposition are achieved; status is tracked and
reported; and records of the problems are maintained as stipulated in the contract.

b) The process should contain a scheme for categorizing and prioritizing the problems. Each
problem should be classified by the category and priority to facilitate trend analysis and
problem resolution.

(2]

Analysis shall be performed to detect trends in the problems reported.

d) Problem resolutions and dispositions shall be evaluated: to evaluate that problems have been
resolved, adverse trends have been reversed, and changes have been correctly implemented in
i T s B e e s ol i

the appropriate softiware products and activities; and to determine whether additional
problems have been introduced.

6.8.2 Problem resolution. This activity consists of the following task:

6.8.2.1 When problems (including non-conformances) have been detected in a software product or an
activity, a problem report shall be prepared to describe each problem detected. The problem report
shall be used as part of the closed-loop process described above: from detection of the problem,

through investigation, analysis and resolution of the probiem and its cause, and onto trend detection
across problems.

11
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7 Organizational life cycie processes

This clause defines the following organizational life cycle processes:

provement process
ining process.
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and tasks in an organizational process are the responsibility of the organization using that
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process. The organization ensures that the process is in existence and functiona
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7.1 Management process

The Management Process contains the generic activities and tasks, which may be employed by any
party that has to manage its respective process(es). The manager is responsible for product
management, project management, and task management of the applicable process(es), such as the
acquisition, supply, development, operation, maintenance, or supporting process.

List of activities: This process consists of the following activities:

1) Initiation and scope definition;

2} Planning;

3) Execution and control;
4) Review and evaluation;
5) Closure.

7.1.1 Initiation and scope definition. This activity consists of the following tasks:
7.1.1.1 The management process shall be initiated by establishing the requirements of the process to
be undertaken.

7.1.1.2 Once the requirements are established, the manager shall establish the feasibility of the process
by checking that the resources (personnel, materials, technology, and environment) required to execute
and manage the process are available, adequate, and appropriate and that the time-scales to

7.1.1.3 As necessary, and by agreement of all parties concerned, the requirements of the process may
be modified at this point to achieve the completion criteria.

7.1.2 Plannina. This activity consists of the following task:

7.1.2.1 The manager shall prepare the plans for execution of the process. The plans associated with
the execution of the process shaii contain descriptions of the associated activities and tasks and
identification of the software products that will be provided. These plans shall include, but are not
limited to, the following:

a) Schedules for the timely completion of tasks;

b) Estimation of effort e

¢) Adequate resources needed to execute the tasks;

d) Allocation of tasks;

e) Assignment of responsibilities;

f) Quantification of risks associated with the tasks or the process itself;
g) Quality control measures to be emploved throughout the process;

h) Costs associated with the process execution;
i) Provision of environment and infrastructure.

7.1.3 Execution and control. This activity consists of the following tasks:

7.1.3.1 The manager shall initiate the implementation of the plan to satisfy the objectives and criteria
set, exercising control over the process.

7.1.3.2 The manager shall monitor the execution of the process, providing both internal reporting of
the process progress and external reporting to the acquirer as defined in the contract.

7.1.3.3 The manager shall investigate, analyze, and resclve the problems discovered during the
execution of the process. The resolution of problems may result in changes to plans. It is the

manager's responsibility to ensure the impact of any changes is determined, controlled, and
monitored. Problems and their resolution shall be documented.
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7.1.3.4 The manager shall report, at agreed points, the progress of the process, declaring adherence to
the plans and resolving instances of the lack of progress. These include internal and external reporting
as required by the organizational procedures and the contract.

7.1.4 Review and evaluation. This activity consists of the following tasks:

7.1.4.1 The manager shall ensure that the software products and plans are evaluated for satisfaction of
requirements.

7.1.42 The manager shall assess the evaluation results of the software products, activities, and tasks
completed during the execution of the process for achievement of the objectives and completion of the
plans.

7.1.5 Closure. This activity consists of the following tasks:

7.1.5.1 When all software products, activities, and tasks are completed, the manager shall determine
whether the process is complete taking into account the criteria as specified in the contract or as part of
organization’s procedure.

7.1.5.2 The manager shall check the results and records of the software products, activities, and tasks
employed for completeness. These results and records shal! be archived in a suitable environment as

& ST T

specified in the contract.
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7.2 Infrastructure process

The Infrastructure Process is a process to establish and maintain the infrastructure needed for any other
process. The infrastructure may include hardware, software, tools, techniques, standards, and facilities
for development, operation, or maintenance.

Li ivities. This process consists of the following activities:

1) Process implementation;
2) Establishment of the infrastruc

(== Ry 8 p -1 iRy Sy

3) Maintenance of the infrastru t_n.e.

=1

7.2.1 Process implementation. This activity consists of the following tasks:

7.2.1.1 The infrastructure shouid be defined and documented to meet the reguirem
employing this process, considering the applicable procedures, standards, tools, and techniques.
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7.2.1.2 The establishment of the infrastructure should be planned and documented.
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7.2.21 The configuration of the infrastructure should be planned and documented. Functionality,
performance, safety, security, availability, space requirements, equipment, costs, and time constraints

h 1
should be considered.

7.2.2.2 The infrastructure shall be installed in time for execution of the relevant process.
7.2.3 Maintenance of the infrastructure. This activity consists of the following task:

7.2.3.1 The infrastructure shall be maintained, monitored, and modified as necessary to ensure that it
continues to satisfy the requirements of the process employing this process. As part of maintaining the
infrastructure, the extent to which the infrastructure is under configuration management shall be
defined.
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7.3 Improvement process

The Improvement Process is a process for establishing, assessing, measuring, controlling, and
improving a software life cycle process.

List of activities. This process consists of the following activities:

1) Process establishment;
2) Process assessment;
3) Process improvement.

7.3.1 Process establishment. This activity consists of the following task:

7.3.1.1 The organization shall establish a suite of organizational processes for all software life cycle
processes as they apply to its business activities. The processes and their application to specific cases
shall be documented in organization's publications. As appropriate, a process control mechanism

should be estahlished to develon, monitor, contro!, and improve the process(es)

TR, T I IRy WA IRT Ay CAR A BRI Y o A ToSiTal.

7.3.2 Process assessment. This activity consists of the following tasks:

7.2.2.1 A process assessment procedure should be developed, documented, and applied. Assessment
records should be kept and maintained.

7.3.2.2 The organization shaii pian and carry out reviews of the processes at appropriate intervais to
ensure their continuing suitability and effectiveness in the light of assessment results.

7.3.3 Process improvement. This activity consists of the following tasks:

7.3.3.1 The organization shall effect such improvements to its processes as it determines to be
necessary as a result of process assessment and review. Process documentation should be updated to
reflect improvement in the organizational processes.

7.3.3.2 Historical, technical, and evaluation data should be collected and analyzed to gain an
understanding of the strengths and weaknesses of the employed processes. These analyses should be
used as feedback to improve these processes, to recommend changes in the direction of the projects
(or subsequent projects), and to determine technology advancement needs.

7.3.3.3 Quality cost data should be collected, maintained, and used to impmve the organization's

processes as a management activity. These data shaii serve the purpose of establishing the cost of
both the prevention and resolution of problems and non-conformity in software products and services.
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7.4 Training process

The Training Process is a process for providing and maintaining trained personnel The acquisition,
supply, deveiopment, operation, or maintenance of software products is largely dependent upon
knowledgeable and skilled personnel. For example: developer personnel should have essential training
in software management and software engineering. It is, therefore, imperative that personnel training
be planned and implemented early so that trained personnel are available as the software product is

|
acquired, supplied, developed, operated, or maintained.

List of activities. This process consists of the following activities:

1) Process implementation;
2) Training material deveiopment;
3) Training plan implementation.

7.4.1 Process implementation. This activity consists of the following task:

7.4.1.1 A review of the project requirements shall be conducted to establish and make timely provision
for acquiring or developing the resources and skills required by the management and technical staff.
The types and levels of training and categories of personnel needing training shall be determined. A

__________ el A
training plan, addressing implementation schedules, resource requirements, and training needs,

should be developed and documented.
7.4.2 Training material development. This activity consists of the following task:

7.4.21 Training manuals, including presentation materiais used in providing training, shouid be
developed.

7.4.3 Train

ing plan implementation. This activity consists of the following tasks:

7.43.1 The training plan shall be implemented to provide training to personnel. Training records
should be maintained.

_______ —

7.4.3.2 it should be ensured that the
available for the planned activities and t

d cate
mix and categories o

s
L
sks in a timely manner.

g i
tas

47



yon.2216-2548
IEC 12207(1995)
(Amendment 1(2002-05-01), 2(2004-11-01))

Annex A
(normative)
Tailoring process

The Tailoring Process is a process for performing basic tailoring of this International Standard for a
software project. This annex provides requirements for tailoring this International Standard.

List of activities. This process consists of the following activities:

Idnnhfumn nrnler‘t environment;

Sollcmng inputs;
Selecting processes, activities, and tasks;

Documentmg tailoring decisions and rationale.

S S I S
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A.1 Identifying project environment. This activity consists of the following task:

A.1.1 Characteristics of the project environment that are going to influence tailoring shall be identified.
Some of the characteristics may be: life cycle model; current system life cycle activity; system and
software requirements; organizational policies, procedures and strategies; size, criticality and types of
the system, software product or service; and number of personnel and parties involved.

A.2 Soliciting inputs. This activity consists of the following task:

A.2.1 Inputs from the organizations that are to be affected by the taiioring decisions shali be solicited.
Users, support personnel, contracting officers, potential bidders shouid be invoived in taiiorin

G\

A.3 Selecting processes, activities, and tasks. This activity consists of the following tasks:

A.3.1 The processes, activities, and tasks that are to be performed shall be decided. These include the
documentation to be deveioped and who are to be responsible for them. For this purpose, this

Uao, una

International Standard should be evaluated against relevant data gathered in clauses A.1 and A.2.

A.3.2 The processes, activities, and tasks that were decided upon in A.3.1 but not provided in this
International Standard shall be specified in the contract itself. Organizational life cycle processes
{clause 7) should be evaluated to determine whether they could provide for these processes, activities,
and tasks.

A.2.2 In this International Standard, requirements are indicated by tasks that contain "shall" or "will."”
These tasks should be carefully considered for whether they should be kept or deleted for a given
proiect or a given busmess sector Factors to be consndered include but are not limited to: risk, cost,

A.4 Documenting tailoring decisions and rationale. This activity consists of the following task:

A.4.1 All tailoring decisions shall be documented together with the rationale for the decisions.
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Annex B
{informative)
Guidance on tailoring

No two projects are the same. Variations in organizational policies and procedures, acquisition
methods and strategies, project size and complexity, system requirements and development metheds,
among other things, influence how a system is acquired, developed, operated, or maintained. This
[ [P S g Cénmrlard arrittan fAar

Illl.l:rllcll.luucll Standard la written for ﬂnnnrnl n-nmn-f +tn arcommnrate mlrh \f:nnflnnc as mnr‘h as
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possible. Therefore, in the interest of cost reduction and quality improvement, this International
Standard should be tailored for an individual project. All parties involved in the project should be

involved in tailoring.

B.1 General tailoring guidance. This clause provides guidance on tailoring this International Standard
and is not exhaustive. This clause mayv be used to perform first-level tailoring of this International
Standard for a given business area; for example, aviation, nuclear, medical, military, country, or
organization. The second-level tailoring should be performed for each specific project or contract.

B.2 Tailorina of the Development Process

The Development Process (5.3) needs special attention, because this process may be used by different
parties with different objectives. As a first-level tailoring of this process, the following is
recommended:

a) For a software product that is embedded in or integral to the system: all the activities in the
process should be considered; and it should be clarified whether the developer is required to

a0 LT gl =2 YWllEL LIS

perform or support the system activities.

b) For a stand-alone software product, the system activities (5.3.2, 5.3.3, 5.3.10 and 5.3.11) may
not be reauired but should be considered.

ceQuiteld UL s

B.3 Tailoring of the evaluation-related activities

Persons who are involved in any activity of the life cycle of a project or a process, conduct evaluations
either on their own or other's software products and activities. This International Standard groups
these evaluations into five categories, which are listed below. The first four evaluation categories are at
project level; the last one is at organizational level. These evaluations should be selected and tailored
proportional to the scope, magnitude, complexity, and criticality of the project or of the organization.
The problem, non-conformance, and improvement reports from these evaluations feed into the
Problem Resolution Process (6.8).

a) Process- internal evaluations {evaluatiun tasks in 5. 1 to 5. 5} These are conducted by personnel

b) Verification (6.4) and Vaiidation (6.5). Conducted by the acquirer, the supplier, or an
independent party, to verify and validate the products in varying depth depending on the
project. These evaluations do not duplicate or replace other evaluations, but supplement them.

¢) Joint Reviews (6.6) and Audits (6.7). These are conducted in a joint forum by the reviewing
and reviewed parties to evaluate status and compliance of products and activities on a pre-
agreed to schedule.

d) Quality Assurance (6.3). Conducted by personnel independent of the personnel directly
responsible for developing the software product or executing the process. The goal is to
independently assure conformance of the software products and processes with the contract
requirements and adherence to the established plans. This process may use the resuits from a,
b, and ¢ above as inputs. This process may coordinate its activities with those of a, b, and c.

e) Improvement (7.3). Conducted by an organization for efficient management and self-
improvement of its process. This is conducted regardiess of project or conirac t requirements.
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B.4 Tailoring and application considerations

The paragraphs in this clause outline broad tailoring and application considerations for key project
characteristics. Neither the considerations nor the characteristics are exhaustive and represent oniy
current thinking. Figure B.1 provides an example of the application of this International Standard.

Qraanizational nolicies. Determine which organizational policies are relevant and applicable, such as
on computer languages, safety and security, hardware reserve requirements, and risk management.
The clauses of this International Standard related to these organizational policies should be kept.

Acquisition strategy. Determine which acquisition strategies are relevant and applicable for the project,
such as types of contract, more than one contractor, involvement of subcontractors and ver rification and
validation agents, level of acquirer's involvement with contractors, and evaluation of contractors’
capabilities. The clauses of this International Standard related to these strategies should d be kept.

1

Support concept. Determine which support concepts are relevant and applicable, such as expected
length of support, degree of change, and whether the acquirer or the supplier will support. If the
software product will have a long support life or is expected to change significantly, all documentation
requirements should be considered. It is advisable to have the documentation automated.

Life Cycle model(s). Determine which life cycle modei(s) are reievant and appiicabie for the project,
such as Waterfall, evolutionary, builds, pre-planned product improvement, Spiral. All such models
prescribe certain processes and activities that may be performed sequentially, repeated, and combined;
in these models, the life cycle activities in this International Standard should be mapped to the selected
model(s). For evolutionary, build, and pre-planned product improvement models, the outputs of one
project activity feed into the next. in these cases, the documentation should be complete at the en
an activity or a task.

L
Q
-+

Parties involved. Determine or identify which parties are involved in the project, such as acquirer,
supplier, developer, subcontractor, verification agent, and validation agent, maintainer; and the number

of personnel. All the requirements related to organizational interfaces between two parties are under
consideration; for example, acquirer to developer and supplier to verification or validation agent. A
large project involving many (tens or hundreds) persons needs significant management oversight and
control. Tools such as internal and independent evaluations, reviews, audits and inspections, and data
collection are important for a large project. For small projects, these controls may be excessive.

Svetem life cvcle activity. Determine which current system life cycle activities are relevant and

applicable, such as acquirer's project initiation, supplier's development, and maintenance. Some
scenarios:

Acquirer is initiating or defining sysiem requirements. Feasibility
requirements and deS|gn may be conducted. Software code for prototypes may be developed, which
may or may not be used later in the development of software products performed u

System requirements and preliminary software requirements may be developed. In these cases the
Development Process (5.3) may be used as a guidance rather than requirement; the rigor of

qualification and evaluation may not be needed; and joint reviews and audits may not be needed.

Developer is producing software products under contract. In this case all Development Process (5.3)
requirements should be considered during tailoring.

Maintainer is modifying software products. The Maintenance Process (5.5) is under consideration.
Parts of the Development Process (5.3) may be used as mini-processes.

System-Level characteristics. Determine which system-level characteristics are relevant and applicable,
such as number of subsystems and configuration items. If the system has many subsystems or
configuration items, the Development Process (5.3) should be carefully tailored for each subsystem and
configuration item. All interface and integration requirements should be considered.
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Figure B.1 An Example of Application of the International Standard
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Software-Level characteristics. Determine which software-level characteristics are relevant and
applicable, such as number of software items, types, size and criticality of software products, and
technical risks. If the software product has many software items, components, and units, the
Development Process (5.3) should be carefully tailored for each software item. All interface and
integration requirements should be considered.

Determine which types of software product are involved, as different types of software product may
require different tailoring decisions. Some examples:
aj New deveiopment. Aii 0
be under consideration.
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b) Use of off-the-shelf software product "as is." The full Development Process (5.3) may be

Y=

excessive. Performance, documentation, proprietary, usage, ownership, warranty and

licensing rights, and future support related to the software product should be evaluated.

¢) Modification of off-the-shelf software product. Documentation may not be available.
Depending on the criticality and expected future changes, the Development Process (5.3)
should be used via the Maintenance Process (5.5). Performance, documentation, proprietary,
ownership, usage, warranty and iicensing rights, and future support related to the software
product should be evaluated.

d) Software or firmware product embedded in or integral to a system. Since such a software
product is a part of a larger system, the system-related activities in the Development Process
(5.3) should be considered. In the system-related activities, only one verb "perform" or
"support“ needs to be selected. If the software or firmware product is not likely to be modified

Y Avbaedt ~F A.-uu.--u-.nt

in the future, extent of documen uld be carefully examined

U UG uu-uuul examinea.

e) Software product that is stand-alone. Since such a software product is not a part of a system,

the system-related activities in the Development Process (5.3) need not be considered.
Documentation needs, particularly for maintenance, should be carefully examined.

f) Non-deliverable software product. As no items are being acquired, suppiied, or deveioped, no
provision of this International Standard except 5.3.1.5 of the Development Process (5.3) should
be considered. However, if the acquirer decides to acquire a piece of such a software product
for future operation and maintenance, then this software product should be treated asin b orc

above.
h ider:
b of ;. |
The more dependent the system is upon the software product operating correctly and being finished

awn AL ,’ L= LR LS I
on time, the more management control should be imposed via testing, reviews, audits, verification,
validation, and so on. Conversely, much management control of non-critical or small software product
may not be cost-effective.

Development of software product may have technical risks. If the software technology used is not
mature, software product being developed is unprecedented or compiex, or software product contains
safety, security, or other critical requirements, then rigorous specification, design, testing, and
evaluations may be needed. Independent verification and validation may be important.

R
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Annex C
(informative)
Guidance on processes and organizations

This annex, to promote understandabiiity, presents a discussion on th
their relationships under key viewpoints.
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C.1 Processes under key points of view

This international Standard contains the processes that are applicable throughout

software. However, these processes may be used in different ways by different orgamzatlons and
parties with different views and objectives. This clause presents the processes and their relationships
under key points of view. See 4.1.1 for synopses of the processes.

Figure C.1 depicts the software life cycle processes and their relationships under different views of the
usage of this International Standard. The basic views shown are: contract, management, operating,
engineering, and supporting. Under the contract view, acquirer and supplier parties negotiate and
enter into a contract and employ the Acquisition Process and ::uppw Process respectively. Under the
management view, the acquirer, suppiier, deveioper, operator, maintainer, or other party manages its
respective process. Under the operating view, the operator provides software operation service for the
users. Under the engineering view, the developer or maintainer conducts its respective engineering
tasks to produce or modify software products. Under the supporting view, parties (such as
configuration managemem, quality assurance) provide supporting services to others in fulfilling
specific, unique tasks. Also shown (see the bottom box) are the organizational

employed by an organization at the corporate level to establish and implement an underlying structure
made up of associated life cycle process(es) and personnel and continuously improve them.

T

Figure C.2 presents the primary (top, left box), supporting (top, right box), and organizational (bottom
box) life cycle processes and their constituent activity names under different views. A numeral prefixed
to a process refers to the section number in this International Standard.

The contract view has two life cycie processes (see the upper shaded box under the Primary Life Cycie
Processes): an Acquisition Process for the acquirer and a Supply Process for the supplier. Each process
shows its constituent activities. These processes define the tasks for the acquirer and the supplier
respectively from the contractual viewpoint.

The engineering view has two life cycle processes (see the lower, left-bottom shaded box in the
Primary Life Cycle Processes): a Development Process and a Maintenance Process. Each process
shows its constituent activities. The Development Process is employed by development engineers for
producing software products. The Maintenance Process is employed by maintenance engineers for
modifying the software and keeping it current.

The operating view has one life cycle process (see the lower, right shaded box in the Primary Life Cycle
Processes): an Operation Process and its constituent activities. The Operation Process is employed for
operating the software for its users.

The quality management view has six life cycle processes (see the shaded box in Supporting Life Cycle
Processes): Quahty Assurance Process; Verification Process; Validation Process; Joint Review Process;
and Audit Process. Their constituent activities are not shown. These quality related processes are
employed for managing quality throughout the software life cycle. The Verification; Validation; Joint
Review; and Audit processes may be employed by different parties separately and as technigues of the

Quality Assurance Process as well.

The management view has one process (see the shaded box in Organizational Life Cycle Processes): a
Management Process that is used by any organization for managing its respective process. Its
constituent activities are shown
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The position order of activities does not mean time order.
Names of activities in the Development Process are not names of development phases.

Figure C.2 Software Life Cycle Processes, Views and Activities
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C.2 Processes, organizations, and relationships
The processes and organizations (or parties) are only related functionally. They do not dictate a
structure for an organization (or a party).

In this International Standard, the terms “organization" and “party” are nearly synonymous. An
organization is a body of persons organized for some specific purpose, as a club, union, corporation, or
society. When an organization, as a whole or a part, enters into a contract, it is a party. Organizations
are separate bGd:%S hut the ?anleg may b bhe from the same nrnangzatlgn or from 5eparate oruamzatmns
An organization or a party gets its name from the process it performs; for example, it is called an
acquirer when it performs the Acquisition Process.

An organization may perform one process or more than one process; a process may be performed by
one organization or more than one organization. Under one contract or application of this International
Standard, a given party should not perform both the Acquisition Process and the Supply Process, but it
can perform other processes.

in this international Standard itself, the relationships between the processes are only static. The more
important dynamic, real-life relationships between the processes, between the parties, and between the
processes and the parties are automatically established when this International Standard is applied on
software projects. Each process (and the party performing it) contributes to the software project in its
own unique way. The Acquisition Process (and the acquirer) contributes by defining the system, which
would contain software product. The Supply Process (and the supplier) contributes by providing the

software product or service on which that system would depend. The Development Process (and the
developer) contributes by "looking" to the system for correct derivation and definition of software
product, by supporting proper integration of the software product back into the system, and by
developing the software product in between. The Operation Process {and the or)e’a tor) contributes by
operating the software product in the system’s environment for the benefit of the users, the business,
and the mission. The Maintenance Process (and the maintainer) contributes by maintaining and
sustaining the software product for operational fitness and by providing support and advice to the user
community. Each supporting or organizational process contributes by providing unique, specialized
functions to other processes as needed.
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Annex D
(informative)
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Information technology — Software life cycle processes

AMENDMENT 1

Throughout the text:
Change the name of the “Training”process to the “Human Resource”process.
Modify the last sentence of the Foreword to read as follows:

“Annexes A and F form an integral part of this International Standard. Annexes B, C, D, E, G and H are for
information only.”

Modify subclause 1.2, paragraph 4, to read as follows:

1.2 Field of Application

This clause does not prevent the use of ISO/IEC 12207 by suppliers or developers of off-the-shelf software.

In subclause 1.4, change “compliance” to read “conformance”.

Add the following text to subclause 1.4:

1.4.1 Conformance to Purposes and Outcomes

Annex F provides an alternative form of conformance useful in situations where implemented processes are
intended to achieve the same goals of those described in this standard, but which may not implement the detailed
provisions prescribed in the body of this standard. To claim conformance, it shall be demonstrated that, for any
process from the set of processes declared by the organization, implementation of the processes results in the
realization of the corresponding Purpose and Outcomes provided in Annex F. Any organization shall define the set
of processes applicable for it, taking into account the proposed set of processes described in Annex F and its own

environmental parameters. Application of the standard allows the creation of additional outcomes.

NOTE In ISO/IEC 12207:1995, the term “compliance”is used in clause 1.4, however, in accordance with ISO/IEC Guide 2,
Standardization and Related Activities — General Vocabulary, conformance is the appropriate term for this clause.
Conformance is the fulfilment by a product, process or service of specified requirements.

Modify subclause 1.5, paragraph 6, to read as follows:
1.5 Limitations

In this International Standard, there are a number of lists for tasks; none of these is presumed to be exhaustive —
they are intended as examples unless introduced by a clause containing a “shall”’or a “will.”

Add the following reference to clause 2:

ISO/IEC 15504-2, Software Engineering — Software process assessment — Part 2: Performing an assessment
Add the following definitions to clause 3:

3.38 Process Purpose: The high level objective of performing the process and the likely outcomes of effective

implementation of the process. The implementation of the process should provide tangible benefits to the
stakeholders.
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3.39 Process Outcome: an observable result of the successful achievement of the process purpose.
NOTE An outcome statement describes one of the following:

¢ Production of an artefact;

e Asignificant change in state;

e Meeting of specified constraints, e.g., requirements, goals, etc.
NOTE A list of the principal process outcomes forms part of the description of each process in the reference model.

Add the following subclause to clause 4:
4.2 Relationship of Annex F to the main text of this International Standard

Annex F defines a Process Reference Model (PRM) at a level of abstraction higher than that of the detailed
requirements contained in the main text of this International Standard. The PRM is applicable to an organization
that is assessing its processes in order to determine the capability of these processes. The Purpose and Outcomes
provided in Annex F are a statement of the goals of the performance of each process. This statement of goals
permits assessment of the effectiveness of the processes in ways other than simple conformity evaluation. For
example, novel process definitions can be evaluated against the statements of Purpose and Outcomes in Annex F
rather than against the detailed provisions in the main text of this International Standard.

NOTES

1) The term “process reference model’is used with the same meaning as the planned revision of ISO/IEC 15504-2.

2) The PRMis intended to be used to develop assessment model(s) for assessing processes using ISO/IEC 15504-2

3) The processes described in Annex F contain extensions, elaborations and some new processes where there is no
corresponding development of activities and tasks in ISO/IEC 12207:1995. This will be rectified during the full revision
of ISO/IEC 12207:1995. In the meantime, new subclauses 6.9, 7.1.6 and 7.4 to 7.7 provide activities and tasks for the
“new’processes of Annex F.

Add the following text to subclause 5.1.1.5:

The acquirer may use Requirements Elicitation sub-process described in Annex F to establish the customer
requirements.

Modify subclause 5.1.3.5, sentence 2, as follows:
Subclause 5.1.3.5, “Shall” should be changed to “will”
Add the following text to subclause 5.3.1.2, list item e):

e) Establish baselines for each configuration item at appropriate times, as determined by the acquirer and the
supplier.

Delete sentence 2 of subclause 5.3.4.3.
Delete subclause 5.3.9.5.b.

Delete subclause 5.3.11.4.b.
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Add the following text as a second paragraph to the preamble of subclause 6.1:

Execution of this process by an organization results in the establishment of internal documentation standards (such
as standards for program management plan and software design document) in a suitable media. The terms used in
this process need to be interpreted accordingly for a given media or domain.

Modify line 2 of the preamble of subclause 6.2 as follows:

“Baseline” should be deleted. The resulting sentence should read as follows:

The Configuration Management Process is a process of applying administrative and technical procedures to
support the software life cycle to: identify and define software items in a system; control modifications and releases
of the items; record and report the status of the items and modification requests; ensure the completeness,
consistency, and correctness of the items, and control storage, handling, and delivery of the items.

Replace subclause 6.3.4.1 with the following:

Additional quality management activities can be assured in accordance with the clauses of ISO 9001.

Add the following note to subclause 6.5.2:

NOTE Other means besides testing (such as, analysis, modelling, simulation, etc.) may be employed for validation.
Replace list item e) in subclause 6.6.3.1 with the following:

e) They are ready for the next planned activity.

Add the following references to annex D:

IEEE Std 1517 — 1999, IEEE Standard for Information Technology — Software Life Cycle Processes — Reuse
Processes

ISO 9000-3, Quality management and quality assurance standards -- Part 3: Guidelines for the application of ISO
9001:1994 to the development, supply, installation and maintenance of computer software

ISO 9000: 2000, Quality management systems — Concepts and vocabulary

ISO 9001: 2000, Quality management systems — Requirements

ISO 9004: 2000, Quality management systems — Guidance for performance improvement

ISO/IEC 9126:1991, Software Product Evaluation — Quality Characteristics and Guidelines for their Use

ISO 13407:1999, Ergonomics — Ergonomics of human-system interaction — Human-centred design process for
interactive systems

ISO/IEC 14598:1998, Software Engineering — Product Evaluation
ISO/IEC/TR 15504:(all parts), Information technology — Software process assessment

ISO/IEC 15504-1, (to be published) Software Engineering — Software process assessment — Part 1: Concepts
and Vocabulary

ISO/TR 18529, Ergonomics — Ergonomics of human-system interaction — Human-centred lifecycle process
descriptions

ISO/IEC 15939 Software Engineering — Software process measurement

Add the following annexes E, F, G and H:
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Annex E
(informative)

Relationship to ISO 12207:1995

E.1 Relationship of Purpose and Outcomes to ISO/IEC 12207:1995

ISO/IEC 12207:1995 documents the set of software engineering processes that are fundamental to good software
engineering and cover best practices. The Processes of the Life Cycle are described in Annex F in terms of the
achievement of defined Purposes and Outcomes; these descriptions constitute a reference model, which describes
processes that an organization can use to acquire, supply, develop, operate and maintain software. The reference
model is also used to provide a common basis for different models and methods for software process assessment,
ensuring that the results of the assessments can be reported in a common context. The substantive part of
ISO/IEC 12207:1995 sets out the activities and tasks required to implement the high level life cycle processes to
achieve desirable capability for acquirers, suppliers, developers, maintainers and operators of systems containing
software.

Annex F groups the Purposes and Outcomes into the three life cycle process categories of ISO/IEC 12207:1995,
i.e., Organizational, Primary and Supporting. Within each of the process categories are descriptions in terms of a
purpose statement, which comprise unique functional objectives when instantiated in a particular environment. The
purpose statement includes additional material identifying the outcomes of successful implementation.

Annex F does not define how, or in what order, the elements of the purpose statements are to be achieved. The
outcomes will be achieved in an organization through various detailed practices being carried out to produce work
products. These performed practices, and the characteristics of the work products produced, are indicators that
demonstrate whether the specific purpose is being achieved.

The structure of Annex F and its relationship to the existing International Standard, ISO/IEC 12207:1995, is
depicted in Table E-1. For those Purpose and Outcomes that are an “new” to ISO/IEC 12207:1995, descriptions of
their activities and/or tasks are provided in new subclauses 6.9, 7.1.6 and 7.4 to 7.7. The activity and task
descriptions provided in these new subclauses are in accordance with process structure of ISO/IEC 12207:1995.

E.2 Purpose and Outcomes
The Purpose and Outcomes in Annex F are at the appropriate process, activity or task level to align with the

process structure of ISO/IEC 12207. The definition of purpose and outcomes is provided in clause 1.1.2 of this
Amendment.

E.3 Process Type

Table E-1 provides a detailed mapping of the content of Annex F to the existing International Standard,
ISO/IEC 12207:1995, the source of the information, the structure of the content and the content type. The process
structure relationship of Annex F to ISO/IEC 12207 :1995 is defined by process type as follows:

e Basic — These processes and sub-processes are identical to the processes and activities of
ISO/IEC 12207:1995.

e New — These processes and sub-processes are an expansion to the process definition of
ISO/IEC 12207:1995.

o Extended — These processes and sub-processes are elaborations of the existing processes and activities
of ISO/IEC 12207:1995.

e Component — These are groupings of existing activities of ISO/IEC 12207:1995.
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Table E.1 — Correlation of ISO/IEC 12207:1995 to Annex F

12207 12207 Processes & activities Annex F Source Annex F Process Structure Pl:?;::s

5. Primary life cycle processes

5.1 Acquisition process ISO/IEC 12207 Acquisition process basic
ISO/IEC/TR 15504-2 | Acquisition preparation component
ISO/IEC/TR 15504-2 | Supplier selection component
ISO/IEC/TR 15504-2 | Supplier monitoring component
ISO/IEC/TR 15504-2 | Customer acceptance component

5.2 Supply process ISO/IEC 12207 Supply process basic

5.3 Development process ISO/IEC 12207 Development process basic

5.3.1 Process implementation
ISO/IEC/TR 15504-2 | Requirements elicitation extended

5.3.2 System requirements analysis ISO/IEC 12207 System requirements analysis basic

5.3.3 System architectural design ISO/IEC 12207 System architectural design basic

5.34 Software requirements analysis ISO/IEC 12207 Software requirements analysis basic

5.3.5 Software architectural design ISO/IEC/TR 15504-2 | Software design component

5.3.6 Software detailed design ISO/IEC/TR 15504-2 | Software design component

5.3.7 Software coding and testing ISO/IEC/TR 15504-2 | Software construction component

5.3.8 Software integration ISO/IEC 12207 Software integration basic

5.3.9 Software qualification testing ISO/IEC/TR 15504-2 | Software testing component

5.3.10 [ System integration ISO/IEC/TR 15504-2 | System integration component

5.3.11 System qualification testing ISO/IEC/TR 15504-2 | System testing component

5.3.12 | Software installation ISO/IEC 12207 Software installation basic

5.3.13 | Software acceptance support ISO/IEC 12207 Supply process basic

5.4 Operation process ISO/IEC 12207 Operation process basic
ISO/IEC/TR 15504-2 | Operational use extended
ISO/IEC/TR 15504-2 | Customer support extended

5.5 Maintenance process ISO/IEC 12207 Maintenance process basic

6. Supporting life cycle processes

6.1 Documentation process ISO/IEC 12207 Documentation process basic

6.2 Configuration management ISO/IEC 12207 Configuration management basic

process process

6.3 Quality assurance process ISO/IEC 12207 Quality assurance process basic

6.4 Verification process ISO/IEC 12207 Verification process basic

6.5 Validation process ISO/IEC 12207 Validation process basic

6.6 Joint review process ISO/IEC 12207 Joint review process basic

6.7 Audit process ISO/IEC 12207 Audit process basic

6.8 Problem resolution process ISO/IEC12207 Problem resolution process basic
ISO 13407 Usability process new
ISO/IEC 14598 Product evaluation process extended
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Table E.1 — (continued)

12207 12207 Processes & activities Annex F Source Annex F Process Structure PI:I?;:ess
7. Organizational life cycle
processes

71 Management process ISO/IEC 12207 Management process basic
ISO/IEC/TR 15504-2 | Organizational alignment extended
ISO/IEC 12207 Organizational management basic
ISO/IEC/TR 15504-2 | Project management extended
ISO/IEC/TR 15504-2 | Quality Management extended
ISO/IEC/TR 15504-2 | Risk Management extended
ISO/IEC 15939 Measurement new

7.2 Infrastructure process ISO/IEC 12207 Infrastructure process basic

7.3 Improvement process ISO/IEC 12207 Improvement process basic

7.3.1 Process establishment ISO/IEC/TR 15504-2 | Process establishment component

7.3.2 Process assessment ISO/IEC/TR 15504-2 | Process assessment component

7.3.3 Process improvement ISO/IEC/TR 15504-2 | Process improvement component

7.4 Training process ISO/IEC/TR 15504-2 | Human Resource process new
ISO/IEC/TR 15504-2 | Human resource management new
ISO/IEC 12207 Training basic

Knowledge management new
7.5 IEEE 1517 Asset management process new
7.6 IEEE 1517 Reuse program management new
process
7.7 IEEE 1517 Domain engineering process new
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Annex F
(normative)

Purpose and Outcomes

Annex F provides a process reference model that is characterized in terms of process purposes and outcomes,
together with an architecture describing the relationships between processes, that describe the expected results
from the implementation of this Annex by an organization or a project. The process reference model is applicable to
an organization that is assessing processes needed for business success and the subsequent continuous
improvement of these processes.

The process model does not represent a particular process implementation approach nor does it prescribe a
system/software life cycle model, methodology or technique. Instead the reference model is intended to be tailored
by an organization based on its business needs and application domain. The organization’s defined process is
adopted by the organization’s projects in the context of the customer requirements.

The reference model's purpose and outcomes are indicators that demonstrate whether the organization’s
processes are being achieved. These indicators are useful to process assessors to determine the capability of the
organization’s implemented process and to provide source material to plan organizational process improvement.
The reference model is strongly aligned with ISO/IEC 12207:1995, provides detailed process expectations and
includes additional processes determined as essential to enable a reliable and repeatable assessments of software
organizations.

NOTE Copyright release: Users may freely reproduce the detailed descriptions of process purpose and outcomes in this

annex as part of any Assessment Model based upon the Process Reference Model, or as part of any demonstration of
compatibility with the Process Reference Model, so that it can be used for its intended purpose.

F.1 Primary Life Cycle Processes

F.1.1 Acquisition Process

Purpose:

The purpose of the Acquisition Process is to obtain the product and/or service that satisfies the need expressed by
the customer. The process begins with the identification of a customer need and ends with the acceptance of the
product and/or service needed by the customer.

NOTE Annex H provides an extension of the acquisition process that may be used in lieu of the acquisition process
provided in Annex F.

Outcomes:

As a result of successful implementation of the Acquisition Process :
1) acquisition needs, goals, product and/or service acceptance criteria and acquisition strategies are defined;

2) an agreement is developed that clearly expresses the expectation, responsibilities and liabilities of both the
customer and the supplier;

3) a product and/or service is acquired that satisfies the customer’s stated need;
4) the acquisition is monitored so that specified constraints such as cost, schedule and quality are met;
5) supplier deliverables are accepted;

6) any identified open items have a satisfactory conclusion as agreed to by the customer and the supplier.
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NOTE Numbering of outcomes is for identification only and does not imply priority or sequence.
The Acquisition Process includes purposes and outcomes for the following sub-processes:
e Acquisition Preparation
e  Supplier Selection
e  Supplier Monitoring
e  Customer Acceptance
F.1.1.1 Acquisition preparation
Purpose:

The purpose of Acquisition preparation is to establish the needs and goals of the acquisition and to communicate
these with the potential suppliers.

Outcomes:

As a result of successful implementation of Acquisition preparation:

1) the concept or the need for the acquisition, development, or enhancement is established;
2) the needed acquisition requirements defining the project needs are defined and validated;
3) the customer’s known requirements are defined and validated,;

4) an acquisition strategy is developed; and

5) supplier selection criteria are defined.

F.1.1.2 Supplier selection

Purpose:

The purpose of Supplier selection is to choose the organization that is to be responsible for the delivery of the
requirements of the project.

Outcomes:
As a result of successful implementation of Supplier selection:
1) the supplier selection criteria are established and used to evaluate potential suppliers;

2) the supplier is selected based upon the evaluation of the supplier's proposals, process capabilities, and other
factors; and

3) an agreement is established and negotiated between the customer and the supplier.
F1.1.3 Supplier monitoring
Purpose:

The purpose of Supplier monitoring is to track and assess performance of the supplier against agreed
requirements.
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Outcomes:

As a result of successful implementation of Supplier monitoring:

1) joint activities between the customer and the supplier are performed as needed;
2) information on technical progress is exchanged regularly with the supplier;

3) performance of the supplier is monitored against the agreed requirements; and

4) agreement changes, if needed, are negotiated between the acquirer and the supplier and documented in the

agreement.
F1.1.4 Customer acceptance
Purpose:

The purpose of Customer acceptance is to approve the supplier's deliverable when all acceptance criteria are
satisfied.

Outcomes:

As a result of successful implementation of Customer acceptance:

1) the delivered software product and/or service are evaluated with regard to the agreement
2) the customer’s acceptance is based on the agreed acceptance criteria; and

3) the software product and/or service is accepted by the customer.

F.1.2 Supply Process
Purpose:

The purpose of the Supply process is to provide a product or service to the customer that meets the agreed
requirements.

Outcomes:
As a result of successful implementation of the Supply process:
1) aresponse to customer's request is produced;

2) an agreement is established between the customer and the supplier for developing, maintaining, operating,
packaging, delivering, and installing the product and/or service;

3) a product and/or service that meets the agreed requirements are developed by the supplier; and

4) the product and/or service is delivered to the customer in accordance with the agreed requirements.

F.1.3 Development Process

Purpose:

The purpose of the Development Process is to transform a set of requirements into a software product or software-

based system that meets the customer’s stated needs. The activities of the Development Process are composed
for Systems Developer role and Software Developer role.
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Outcomes:

As a result of the successful implementation of the Development Process :

[N

)
2)

3)

4)

5)

6)

7)

requirements for the development of software are gathered and agreed;
a software product or software-based system is developed;

intermediate work products are developed that demonstrate that the end product is based upon the
requirements;

consistency is established between the products of the development process;

system quality factors are optimized against system requirements, e.g., speed, development cost, usability,
etc.;

evidence (for example, testing evidence) is provided that demonstrates that the end product meets the
requirements; and

the end product is installed in accordance with the agreed requirements.

The Development Process includes purposes and outcomes for the following sub-processes:

Requirements Elicitation

System Requirements Analysis

System Architecture Design

Software Requirements Analysis

Software Design

Software Construction (Code and Unit Test)
Software Integration

Software Testing

System Integration

System Testing

Software Installation

F.1.3.1 Requirements elicitation

Purpose:

The purpose of Requirements elicitation is to gather, process, and track evolving customer needs and
requirements throughout the life of the product and/or service so as to establish a requirements baseline that
serves as the basis for defining the needed work products. Requirements elicitation may be performed by the
acquirer or the developer of the system.

Outcomes:

As a result of successful implementation of Requirements elicitation:

1)
2)

10

continuing communication with the customer is established;

agreed customer requirements are defined and baselined;
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3) a change mechanism is established to evaluate and incorporate changes to customer requirements into the
baselined requirements based on changing customer needs;

4) a mechanism is established for continuous monitoring of customer needs;

5) a mechanism is established for ensuring that customers can easily determine the status and disposition of
their requests; and

6) enhancements arising from changing technology and customer needs are identified and there impact

managed.
F.1.3.2 System requirements analysis
Purpose:

The purpose of System requirements analysis is to transform the defined stakeholder requirements into a set of
desired system technical requirements that will guide the design of the system.

Outcomes:
As a result of successful implementation of System requirements analysis:

1) a defined set of system functional and non-functional requirements describing the problem to be solved are
established;

2) the appropriate techniques are performed to optimize the preferred project solution;
3) system requirements are analyzed for correctness and testability;

4) the impact of the system requirements on the operating environment are understood;
5) the requirements are priortized, approved and updated as needed;

6) consistency and traceability is established between the system requirements and the customer’s requirements
baseline;

7) changes to the baseline are evaluated for cost, schedule and technical impact; and
8) the system requirements are communicated to all affected parties and baselined.
F.1.3.3 System architectural design

Purpose:

The purpose of System architectural design is to identify which system requirements should be allocated to which
elements of the system.

Outcomes:
As a result of successful implementation of System architectural design:

1) a system architecture design is defined that identifies the elements of the system and meets the defined
requirements;

2) the system’s functional and non-functional requirements are addressed;
3) the requirements are allocated to the elements of the system;

4) internal and external interfaces of each system element are defined;
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5) verification between the system requirements and the system architecture is performed;

6) the requirements allocated to the system elements and their interfaces are traceable to the customer’s
requirements baseline;

7) consistency and traceability between the system requirements and system architecture design is maintained;
and

8) the system requirements, the system architecture design, and their relationships are baselined and
communicated to all affected parties.

F.1.3.4 Software requirements analysis
Purpose:

The purpose of Software requirements analysis is to establish the requirements of the software elements of the
system.

Outcomes:

As a result of successful implementation of Soffware requirements analysis:

1) the requirements allocated to the software elements of the system and their interfaces are defined,;
2) software requirements are analyzed for correctness and testability;

3) the impact of software requirements on the operating environment are understood;

4) consistency and traceability are established between the software requirements and system requirements;
5) prioritization for implementing the software requirements is defined;

6) the software requirements are approved and updated as needed;

7) changes to the software requirements are evaluated for cost, schedule and technical impact; and
8) the software requirements are baselined and communicated to all affected parties.

F.1.3.5 Software design

Purpose:

The purpose of Software design is to provide a design for the software that implements and can be verified against
the requirements.

Outcomes:

As a result of successful implementation of Software design:

1) a software architectural design is developed and baselined that describes the software elements that will
implement the software requirements;

2) internal and external interfaces of each software elements are defined;
3) adetailed design is developed that describes software units that can be built and tested; and

4) consistency and traceability are established between software requirements and software design.

12
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F.1.3.6 Software construction
Purpose:

The purpose of Software construction is to produce executable software units that properly reflect the software
design.

Outcomes:

As a result of successful implementation of Software construction:

1) verification criteria are defined for all software units against their requirements;
2) software units defined by the design are produced;

3) consistency and traceability are established between software requirements and design and software units;
and

4) verification of the software units against the requirements and the design is accomplished.

F.1.3.7 Software integration

Purpose:

The purpose of Software integration is to combine the software units, producing integrated software items,
consistent with the software design, that demonstrate that the functional and non-functional software requirements
are satisfied on an equivalent or complete operational platform.

Outcomes:

As a result of successful implementation of Software integration:

1) an integration strategy is developed for software units consistent with the software design and the prioritized
software requirements;

2) verification criteria for software items are developed that ensure compliance with the software requirements
allocated to the items;

3) software items are verified using the defined criteria;

4) software items defined by the integration strategy are produced;

5) results of integration testing are recorded;

6) consistency and traceability are established between software design and software items; and

7) aregression strategy is developed and applied for re-verifying software items when a change in software units
(including associated requirements, design and code) occur.

F.1.3.8 Software testing

Purpose:

The purpose of Software testing is to confirm that the integrated software product meets its defined requirements.
Outcomes:

As a result of successful implementation of Software testing:

1) criteria for the integrated software is developed that demonstrates compliance with the software requirements;

13
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2) integrated software is verified using the defined criteria;
3) testresults are recorded; and

4) a regression strategy is developed and applied for re-testing the integrated software when a change in
software items is made.

F.1.3.9 System integration

Purpose:

The purpose of System integration is to integrate the system elements (including software items, hardware items,
manual operations, and other systems, as necessary) to produce a complete system that will satisfy the system
design and the customers’ expectations expressed in the system requirements.

Outcomes:

As a result of successful implementation of System integration:

—_

) a strategy is developed to integrate the system according to the priorities of the system requirements;

2) criteria is developed to verify compliance with the system requirements allocated to the system elements,
including the interfaces between system elements;

3) the system integration is verified using the defined criteria;
4) aregression strategy is developed and applied for re-testing the system when changes are made;

5) consistency and traceability are established between the system design and the integrated system elements;
and

6) an integrated system, demonstrating compliance with the system design and validation that a complete set of
useable deliverable system elements exists, is constructed.

F.1.3.10 System testing
Purpose:

The purpose of Systems testing is to ensure that the implementation of each system requirement is tested for
compliance and that the system is ready for delivery.

Outcomes:

As a result of successful implementation of System testing :

[N

) criteria for the integrated system is developed that demonstrates compliance with system requirements;
2) the integrated system is verified using the defined criteria;
3) testresults are recorded; and

4) aregression strategy is developed and applied for re-testing the integrated system should a change be made
to existing system elements.

F.1.3.11 Software Installation
Purpose:

The purpose of Software installation is to install the software product that meets the agreed requirements in the
target environment.
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Outcomes:
As a result of successful implementation Software installation:
1) a software installation strategy is developed;

2) criteria for software installation is developed that demonstrates compliance with the software installation
requirements;

3) the software product is installed in the target environment; and

4) assure that the software product is ready for use in its intended environment.

F.1.4 Operation Process
Purpose:

The purpose of the Operation Process is to operate the software product in its intended environment and to provide
support to the customers of the software product.

Outcomes:

As a result of the successful implementation of the Operation Process:

1) conditions for correct operation of the software in its intended environment are identified and evaluated;
2) the software is operated in its intended environment; and

3) assistance and consultation is provided to the customers of the software product in accordance with the
agreement.

The Operation Process includes purpose and outcomes for the following sub-processes:
e Operational Use

e  Customer Support

F.1.4.1 Operational use

Purpose:

The purpose of Operational use is to ensure the correct and efficient operation of the product for the duration of its
intended usage and in its installed environment.

Outcomes:

As a result of successful implementation of Operational use:

1) operational risks for the product introduction and operation are identified and monitored;
2) the product is operated in its intended environment according to requirements; and

3) criteria for the operational use are developed that demonstrates compliance with the agreed requirements.
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F.1.4.2 Customer support

Purpose:

The purpose of Customer support is to establish and maintain an acceptable level of service through assistance
and consultation to the customer to support effective use of the product.

Outcomes:
As a result of successful implementation of Customer support:
1) service needs for customer support are identified and monitored on an ongoing basis;

2) customer satisfaction with both the support services being provided and the product itself is evaluated on an
ongoing basis;

3) operational support is provided by handling customer inquiries and requests and resolving operational
problems; and

4) customer support needs are met through delivery of appropriate services.

F.1.5 Maintenance Process
Purpose:

The purpose of the Maintenance process is to modify a system/software product after delivery to correct faults,
improve performance or other attributes, or to adapt to a changed environment.

NOTE The objective is to modify and/or retire existing system/software products while preserving the integrity of
organizational operations.

Outcomes:
As a result of successful implementation of the process:

1) a maintenance strategy is developed to manage modification, migration and retirement of products according
to the release strategy;

2) the impact of changes to the existing system on organization, operations or interfaces are identified;
3) affected system/software documentation is updated as needed;

4) modified products are developed with associated tests that demonstrate that requirements are not
compromised;

5) product upgrades are migrated to the customer’s environment;

6) on request, products are retired from use in a controlled manner that minimizes disturbance to the customers;
and

7) the system/software modification is communicated to all affected parties.

F.2 Supporting Life Cycle Processes

F.2.1 Documentation Process
Purpose:

The purpose of the Documentation process is to develop and maintain the recorded software information produced
by a process.
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Outcomes:
As a result of successful implementation of the Documentation process:

1) a strategy identifying the documentation to be produced during the life cycle of the software product or service
is developed;

2) the standards to be applied for the development of the software documentation are identified;
3) documentation to be produced by the process or project is identified;

4) the content and purpose of all documentation is specified, reviewed and approved;

5) documentation is developed and made available in accordance with identified standards; and

6) documentation is maintained in accordance with defined criteria.

F.2.2 Configuration Management Process
Purpose:

The purpose of the Configuration management process is to establish and maintain the integrity of all the work
products of a process or project and make them available to concerned parties.

Outcomes:

As a result of successful implementation of the Configuration management process:

1) a configuration management strategy is developed;

2) all items generated by the process or project are identified, defined and baselined;
3) modifications and releases of the items are controlled;

4) modifications and releases are made available to concerned parties;

5) the status of the items and modification requests are recorded and reported;

6) the completeness and consistency of the items is ensured; and

7) storage, handling and delivery of the items are controlled.
F.2.3 Quality Assurance Process
Purpose:

The purpose of the Quality assurance process is to provide assurance that work products and processes comply
with predefined provisions and plans.

Outcomes:

As a result of successful implementation of the Quality assurance process:

1) astrategy for conducting quality assurance is developed;

2) evidence of quality assurance is produced and maintained;

3) problems and/or non-conformance with agreement requirements are identified and recorded; and

4) adherence of products, processes and activities to the applicable standards, procedures and requirements are
verified.
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F.2.4 Verification Process
Purpose:

The purpose of the Verification process is to confirm that each software work product and/or service of a process or
project properly reflects the specified requirements.

Outcomes:

As a result of successful implementation of the Verification process:

1) a verification strategy is developed and implemented;

2) criteria for verification of all required software work products is identified;
3) required verification activities are performed;

4) defects are identified and recorded; and

5) results of the verification activities are made available to the customer and other involved parties.

F.2.5 Validation Process
Purpose:

The purpose of the Validation process is to confirm that the requirements for a specific intended use of the software
work product are fulfilled.

Outcomes:

As a result of successful implementation of the Validation process:

1) a validation strategy is developed and implemented;

2) criteria for validation of all required work products is identified;

3) required validation activities are performed;

4) problems are identified and recorded;

5) evidence is provided that the software work products as developed are suitable for their intended use; and

6) results of the validation activities are made available to the customer and other involved parties.

F.2.6 Joint Review Process

Purpose:

The purpose of the Joint review process is to maintain a common understanding with the stakeholders of the
progress against the objectives of the agreement and what should be done to help ensure development of a
product that satisfies the stakeholders. Joint reviews are at both project management and technical levels and are
held throughout the life of the project.

Outcomes:

As a result of successful implementation of the Joint review process:

1) management and technical reviews are held based on the needs of the project;
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2) the status and products of an activity of a process are evaluated through joint review activities between the
stakeholders;

3) review results are made known to all affected parties;

4) action items resulting from reviews are tracked to closure; and

5) problems are identified and recorded.

F.2.7 Audit Process
Purpose:

The purpose of the Audit process is to independently determine compliance of selected products and processes
with the requirements, plans and agreement, as appropriate.

Outcomes:
As a result of successful implementation of the Audit process:
1) an audit strategy is developed and implemented;

2) compliance of selected software work products and/or services or processes with requirements, plans and
agreement is determined according to the audit strategy;

3) the conduct of audits by an appropriate independent party are performed; and

4) problems detected during an audit are identified and communicated to those responsible for corrective action,
and resolution.

F.2.8 Problem Resolution Process
Purpose:

The purpose of the Problem resolution process is to ensure that all discovered problems are analyzed and resolved
and that trends are recognized.

Outcomes:
As a result of successful implementation of the Problem resolution process:

1) problem resolution strategy is developed and implemented to ensure that all discovered problems are
analyzed and resolved;

2) problem reports are prepared upon detection of problems (including non-conformances) in a software product
or activity;

3) acceptable solutions to recorded problems are identified and acted on; and

4) a mechanism is provided for recognizing root cause, implementing defect prevention, and acting on trends in
problems identified.

F.2.9 Usability process
Purpose:
The purpose of the Usability process is to ensure the consideration of the interests and needs stakeholders in order

to enable optimizing support and training, increased productivity and quality of work, improved human working
conditions and reducing the chance of user rejection of the system.
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Outcomes:

As a result of successful implementation of the Usability process:

1) the system meets the needs of users and takes account of their human capabilities and skill limitations;

2) human factors and ergonomics knowledge and techniques are incorporated in systems design;

3) human-centred design activities are identified and performed;

4) system design will address possible adverse effects of use on human health, safety and performance; and

5) systems will have enhanced user effectiveness, efficiency and satisfaction.

F.2.10 Product Evaluation Process
Purpose:

The purpose of the Product evaluation process is to ensure through systematic examination and measurement that
a product meets the stated and implied needs of the users of that product.

Outcomes:

As a result of successful implementation of this Product evaluation process:

1) the requirements for evaluation are established;

2) the criteria for product evaluation is identified;

3) the methods to be employed for evaluation are defined and the activities needed are identified and performed;
4) measures are collected and the results assessed against defined criteria; and

5) results of the product evaluation activities are made available to the interested parties.

NOTE Requirements for performing product evaluations are found in ISO/IEC 14598, Software product evaluation.

Evaluations may be performed by the Acquirer, the Developer, or a third party Evaluator.

F.3 Organizational Life Cycle Processes

F.3.1 Management Process

Purpose:

The purpose of the Management process is to organize, monitor, and control the initiation and performance of any
processes to achieve their goals in accord with the business goals of the organization. The Management process is
established by an organization to ensure the consistent application of practices for use by the organization and the
projects. While these practices are inherent to the management of an organization, they are intended to be
instantiated for use by each of the organization’s projects.

Outcomes:

As a result of successful implementation of the Management process:

1) the scope of the activity, process to be managed is defined;

2) the activities and tasks that must be performed to achieve the purpose of the process are identified;
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the feasibility of achieving process goals with available resources and constraints is evaluated;

the resources and infrastructure required to perform the identified activities and tasks are established;
activities are identified and tasks are implemented;

performance of the defined activities and tasks are monitored;

work products resulting from the process activities are reviewed and results analyzed and evaluated;

action is taken to modify the performance of the process when performance deviates from the identified
activities and tasks or fails to achieve their goals; and

successful achievement of the purpose of the process is demonstrated.

The Management Process includes purposes and outcomes for the following sub-processes:

Organizational Alignment
Organization Management
Project Management
Quality Management

Risk Management

e Measurement
F.3.1.1 Organizational alignment
Purpose:

The purpose of Organizational alignment is to enable the software processes needed by the organization to
provided software products and services, to be consistent with its business goals.

Outcomes:

As a result of the successful implementation of Organizational alignment:

1)
2)

3)
4)
5)

6)

7)

the Organization's business goals are identified

the process framework is identified and defined that include a set of software processes needed to achieve the
business goals of the organization

a strategy is defined for process definition, implementation and improvement
support is provided to enable this strategy
the organization's mission, core values, vision, goals and objectives is made known to all employees;

individuals in the organization share a common vision, culture, and understanding of the business goals to
empower them to function effectively

everyone in the organization understands their role in achieving the goals of the business and is able to
perform that role
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F.3.1.2 Organization Management

Purpose:

The purpose Organization management is to establish and perform software management practices, during the
performance of the processes needed for providing software products and services, that are consistent with the

business goals of the organization.

NOTE Although organizational operations in general have a much broader scope than that of software process, software
processes are implemented in a business context and to be effective, require an appropriate organizational environment.

Outcomes:
As a result of the successful implementation of Organization management:
1) the organization will invest in the appropriate management infrastructure;

2) the best practices are identified to support the implementation of effective organization and project
management; and

3) provide a basis for evaluating the achievement of organization business goals based on these management

practices.
F.3.1.3 Project management
Purpose:

The purpose of Project management is to identify, establish, co-ordinate, and monitor the activities, tasks, and
resources necessary for a project to produce a product and/or service, in the context of the project’s requirements
and constraints.

Outcomes:

As a result of successful implementation of Project management:

1) the scope of the work for the project is defined;

2) the feasibility of achieving the goals of the project with available resources and constraints are evaluated;

3) the tasks and resources necessary to complete the work are sized and estimated;

4) interfaces between elements in the project, and with other project and organizational units, are identified and
monitored;

5) plans for the execution of the project are developed and implemented;
6) progress of the project is monitored and reported; and

7) actions to correct deviations from the plan and to prevent recurrence of problems identified in the project, are
taken when project targets are not achieved.

F.3.1.4 Quality management
Purpose:

The purpose of Quality management is to achieve customer satisfaction by monitoring the quality of the products
and services, at the organizational and project level, to ensure they meet customer requirements.
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Outcomes:

As a result of successful implementation of Quality management:

1) quality goals based on the customer's stated and implicit quality requirements are established;
2) an overall strategy is developed to achieve the defined goals;

3) a quality management system is established to implement the strategy;

4) identified quality control and assurance activities is performed and their performance confirmed;
5) actual performance against the quality goals is monitored; and

6) appropriate action is taken when quality goals are not achieved.

F.3.1.5 Risk management

Purpose:

The purpose of Risk management is to identify, manage and mitigate the risks continuously, at both the
organizational and project level.

Outcomes:

As a result of successful implementation of Risk management.

1) the scope of the risk management to be performed is determined;

2) appropriate risk management strategies are defined and implemented;

3) risks to the project are identified in the project’s risk management strategy, and as they develop during the
conduct of the project;

4) the risks are analyzed and the priority in which to apply resources to monitor these risks are determined;

5) risk monitoring techniques are selected to determine the change in the risk status and the progress of the
monitoring activities; and

6) appropriate action is taken to correct or avoid the impact of risk.

F.3.1.6 Measurement

Purpose:

The purpose of Measurement is to collect and analyze data relating to the products developed and processes
implemented within the organization and its projects, to support effective management of the processes and to
objectively demonstrate the quality of the products.

Outcomes:

As a result of successful implementation of Measurement:

1) organizational commitment is established and sustained to implement the measurement process;

2) the measurement information needs of organizational and management processes are identified;

3) an appropriate set of measures, driven by the information needs are identified and/or developed;
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4) measurement activities are identified and performed;
5) the required data is collected, stored, analyzed, and the results interpreted;

6) information products are used to support decisions and provide an objective basis for communication; and

7) the measurement process and measures are evaluated and communicated to the process owner.

F.3.2 Infrastructure Process

Purpose:

The purpose of the Infrastructure process is to maintain a stable and reliable infrastructure that is needed to
support the performance of any other process. The infrastructure may include hardware, software, methods, tools,
techniques, standards, and facilities for development, operation, or maintenance.

Outcomes:

As a result of successful implementation of the Infrastructure process:

1) an infrastructure is established that is consistent with and supportive of the applicable process
procedures, standards, tools and techniques;

2) the infrastructure will meet all requirements for functionality, performance, safety, security, availability, space,
equipment, cost, time and data integrity.

F.3.3 Improvement Process
Purpose:

The purpose of the Improvement process is to establish, assess, measure, control, and improve a software life
cycle process.

Outcomes:
As a result of successful implementation of the Improvement process:

1) a set of organizational process assets are developed and made available;

2) the organization's process capability are assessed periodically to determine the extent to which process
implementation is effective in achieving the organization's goals; and

3) the effectiveness and efficiency of the organization's processes with respect to business goal achievement are
improved on an ongoing basis.

The Improvement Process contains purpose and outcomes for the following subprocesses:
e Process Establishment

e Process Assessment

e Process Improvement

F.3.3.1 Process establishment

Purpose:

The purpose of Process establishment is to establish a suite of organizational processes for all life cycle processes
as they apply to its business activities.
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Outcomes:
As a result of successful implementation of Process establishment:

1) adefined and maintained standard set of processes are established, along with an indication of each process's
applicability;

2) the detailed tasks, activities and associated work products of the standard process are identified, together with
expected performance characteristics;

3) a strategy for tailoring the standard process for the product or service is developed in accordance with the
needs of the project; and

4) information and data related to the use of the standard process for specific projects exist and are maintained.
F.3.3.2 Process assessment

Purpose:

The purpose of Process assessment is to determine the extent to which the organization's standard processes
contribute to the achievement of its business goals and to help the organization focus on the need for continuous
process improvement.

Outcomes:

As a result of successful implementation of Process assessment:

1) information and data related to the use of the standard process for specific projects will exist and be
maintained;

2) the relative strengths and weaknesses of the organization's standard processes are understood; and
3) accurate and accessible assessment records are kept and maintained.

F.3.3.3 Process improvement

Purpose:

The purpose of Process improvement is to continually improve the organization’s effectiveness and efficiency
through the processes used and aligned with the business need.

Outcomes:
As a result of successful implementation of Process improvement:

1) reviews of the organization's standard processes are carried out at appropriate intervals to ensure their
continuing suitability and effectiveness in light of assessment results;

2) changes to standard and defined processes are made in a controlled way, with predictable results;
3) monitored process improvement activities are implemented in a co-ordinated manner across the organization;

4) historical, technical and evaluation data is analyzed and used to improve these processes, to recommend
changes in projects, and to determine technology advancement needs; and

5) quality cost data is collected, maintained, and used to improve the organization's processes as a monitoring
activity, and to serve to establish the cost of prevention and resolution of problems and non-conformity in
products and services.
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F.3.4 Human Resource Process
Purpose:

The purpose of the Human resource process is to provide the organization adequate human resources and
maintaining their competencies, consistent with business needs.

Outcomes:
As a result of the successful implementation of the Human resource process:

1) the roles and skills required for the operations of the organization and the project are identified through timely
review of the organizational and project requirements;

2) human resources are provided to the organization and the project;

3) a set of common training needs across the organization based on organizational and project inputs are
identified and provided; and

4) the intellectual assets of the organization are made available (or “collected”) and exploited through an
established mechanism.

Human resource process includes purpose and outcomes for the following subprocesses:
e Human Resource Management

e Training

e Knowledge Management

F.3.4.1 Human Resource Management

Purpose:

The purpose of the Human resource management process is to provide the organization and projects with
individuals who possess skills and knowledge to perform their roles effectively and to work together as a cohesive

group.
Outcomes:

As a result of successful implementation of the Human resource management:

1) individuals with the required skills and competencies are identified and recruited;

2) effective interaction between individuals and groups are supported;

3) the work force have the skills to share information and co-ordinate their activities efficiently; and

4) objective criteria are defined against which group and individual performance is monitored to provide
performance feedback and to enhance performance.

F.3.4.2 Training
Purpose:

The purpose of Training is to provide the organization and project with individuals who possess the needed skills
and knowledge to perform their roles effectively.
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Outcomes:
As a result of successful implementation of Training:
1) training is developed or acquired to address the organization and project training needs; and

2) training is conducted to ensure that all individuals have the skills required to perform their assignments, using
mechanisms such as training strategies and materials.

F.3.4.3 Knowledge Management
Purpose:

The purpose of Knowledge management is to ensure that individual knowledge, information and skills are
collected, shared, reused and improved throughout the organization.

Outcomes:
As a result of successful implementation of the Knowledge management:

1) infrastructure is established and maintained for sharing common and domain information across the
organization;

2) knowledge is readily available and shared throughout the organization; and

3) the organization will select an appropriate knowledge management strategy.

F.3.5 Asset Management Process
Purpose:

The purpose of the Asset management process is to manage the life of reusable assets from conception to
retirement.

Outcomes:

As a result of successful implementation of the Asset management process:
1) an asset management strategy is documented;

2) an asset classification scheme is established;

3) a criteria for asset acceptance, certification and retirement is defined;
4) an asset storage and retrieval mechanism is operated,;

5) the use of assets are recorded;

6) changes to the assets are controlled, and

7) users of assets are notified of problems detected, modifications made, new versions created and deletion of
assets from the storage and retrieval mechanism.
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F.3.6 Reuse Program Management Process
Purpose:

The purpose of the Reuse program management process is to plan, establish, manage, control, and monitor an
organization’s reuse program and to systematically exploit reuse opportunities.

Outcomes:

As a result of successful implementation of the Reuse program management process:

1) define the organization’s reuse strategy including its purpose, scope, goals and objectives;

2) identify the domains in which to investigate reuse opportunities or in which it intends to practice reuse;
3) assess the organization’s systematic reuse capability;

4) assess each domain to determine its reuse potential;

5) evaluate reuse proposals to ensure the reuse product is suitable for the proposed application;

6) implement the reuse strategy in the organization;

7) establish feedback, communication, and notification mechanisms that operate between reuse program
administrators, asset managers, domain engineers, developers, operators, and maintainers; and

8) monitor and evaluate the reuse program.

F.3.7 Domain Engineering Process
Purpose:

The purpose of the Domain engineering process is to develop and maintain domain models, domain architectures
and assets for the domain.

Outcomes:

As a result of successful implementation of the Domain engineering process:

1) the representation forms for the domain models and the domain architectures are selected;
2) the boundaries of the domain and its relationships to other domains are established;

3) a domain model that captures the essential common and different features, capabilities, concepts, and
functions in the domain are developed;

4) adomain architecture describing the family of systems within the domain are developed;
5) assets belonging to the domain are specified;
6) assets belonging to the domain are acquired or developed and maintained throughout their life cycles; and

7) the domain models and architectures are maintained throughout their life cycles.
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Annex G
(informative)

ISO/IEC 12207:1995 Process Structure for “New” Processes in Annex F

ISO/IEC 12207:1995 defines the process categories, i.e., Organizational, Primary and Supporting Process, that
may be performed during the life cycle of software. Within each process category are processes that are expressed
in terms of activities and tasks. The activities within a process provide the structural decomposition of the process
and describe the actions that are performed during the execution of the process. The tasks within the software life
cycle processes provides the "what" is going to be performed during the implementation of the process.

Annex G provides a description of the activities and tasks for the "new" processes identified in Table E.1. These
activities and tasks provide in this annex have been an assigned numbering sequence to correspond to the

numbering sequence they would have in the body of ISO/IEC 12207:1995. Furthermore, these activities and tasks
are in accordance with the process structure of ISO/IEC 12207:1995.

G.1 Supporting life cycle processes
The following process is added to the supporting life cycle processes:
9) Usability Process
G.1.1  Usability Process Activities and Tasks
6.9 Usability process
The Usability Process contains the activities and tasks of the usability specialist. The process contains the activities
which take account of the interests and needs of the individuals and/or groups which will work with or use the
output from a system throughout development and operation of the software or system. The usability process
ensures the quality in use of the software. Details of human-centred design processes can be found in ISO 13407
Human-centred design processes for interactive systems. Details of the specification of quality in use can be found
in ISO/IEC 9126-1:1999, Software product quality - Part 1: Quality model.
The developer manages the Usability Process at the project level. The Usability specialist integrates usability
activities and the results from usability activities with the Development (5.3), Operation (5.4) and Supporting (6.3,
6.4, 6.5) lifecycle processes.
List of activities: This process consists of the following activities:

1) Process implementation;

2) Human-centred design;

3) Human aspects of strategy, introduction and support.
NOTE These activities and the associated tasks may overlap or interact and may be performed iteratively or recursively.

6.9.1 Process implementation. This activity consists of the following tasks:

6.9.1.1 Plan and manage the HCD process. Specify how the human-centred activities fit into the whole system
lifecycle process and the enterprise.
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6.9.1.2 The developer and the usability specialist will:
a) Consult stakeholders and users.
b) Identify and plan user involvement.
c) Select human-centred methods and techniques.
d) Ensure a human-centred approach within the project team.
e) Plan human-centred design activities.
f) Manage human-centred activities.
g) Champion a human-centred approach.
h) Provide support for human-centred design.
6.9.2 Human-centred design. This activity consists of the following tasks:
6.9.2.1 A specification of the stakeholder and organisational requirements is provided. Establish the requirements
of the organisation and other interested parties for the system. This task takes full account of the needs,
competencies and working environment of each relevant stakeholder in the system.
6.9.2.2 In association with the developer the usability specialist will:
a) Clarify and document system goals.
b) Analyse stakeholders and users.
c) Assess the significance and relevance of the system to each stakeholder group.
d) Assess risk to stakeholders and users.
e) Define the use of the system.
f)  Generate the stakeholder and organisational requirements.
g) Set quality in use objectives.
6.9.2.3 An understanding and specification of the context of use is determined. Identify, clarify and record the
characteristics of the stakeholders and users, their tasks and the organisational and physical environment in which
the system will operate.
6.9.2.4 The usability specialist will:
a) Identify and document user’s tasks.
b) Identify and document significant user attributes.
c) Identify and document organisational environment.
d) Identify and document technical environment.
e) Identify and document physical environment.
6.9.2.5 The production of design solutions is created. Create potential design solutions by drawing on established

state-of-the-art practice, the experience and knowledge of the participants and the results of the context of use
analysis.
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6.9.2.6 Assisted by the usability specialist the developer will:
a) Allocate functions.

b) Produce composite task model.

c) Explore system design.

d) Use existing knowledge to develop design solutions.

e) Specify system and use.

f)  Develop prototypes.

g) Develop user training.

h) Develop user support.

6.9.2.7 Evaluation of designs against requirements is determined. Collect feedback on the developing design.
This feedback will be collected from end users and other representative sources.

6.9.2.8 The usability specialist will:

a) Specify and validate context of evaluation.

b) Evaluate early prototypes in order to define the requirements for the system.

c) Evaluate prototypes in order to improve the design.

d) Evaluate the system in order to check that the stakeholder and organisational requirements have been met.
e) Evaluate the system in order to check that the required practice has been followed.

f)  Evaluate the system in use in order to ensure that it continues to meet organisational and user needs.
6.9.3 Human aspects of strategy, introduction and support. This activity consists of the following tasks:

6.9.3.1 Ensure HCD content in systems strategy. Establish and maintain a focus on stakeholder and user issues
in each part of the organisation which deal with system markets, concept, development and support.

The usability specialist will work with relevant marketing and strategy specialists to:
a) Represent stakeholders and users.

b) Collect market intelligence.

c) Define and plan system strategy.

d) Collect market feedback.

e) Analyse trends in users.

6.9.3.2 Introduce and operate the system. Establish the human-system aspects of the support and
implementation of the system.
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6.9.3.3 The usability specialist will work with relevant rollout, training and support specialists to facilitate:
a) Management of change.

b) Determination of impact on organisation and stakeholders and users.

c) Customisation and local design.

d) Deliver user training.

e) Support for users in planned activities.

f)  Conformance to workplace ergonomic legislation.

G.2 Management Process

The measurement activity is added to the management process.

G.2.1 Measurement Activity and Tasks

7.1.6 Measurement. This activity consists of the following tasks:

7.1.6.1 The manager will establish and maintain measurement commitment. Ensure that all resource, personnel,
and commitment prerequisites for the measurement process have been satisfied. The results of this task provides a
commitment from management to support the measurement process, individuals competent in the area of this
International Standard have been identified and assigned responsibilities for the measurement process, and
resources are made available for measurement planning and performing the process.

7.1.6.2 The manager will plan the measurement process. Develop a detailed plan to initiate, guide, monitor, and
evaluate the data collection, analysis, interpretation, and storage tasks. The results of this task provides in planning
information that addresses the specific information needs of the organisational unit is defined and any supporting
technologies required have been acquired and deployed.

7.1.6.3 The manager will perform measurement in accordance with the plan. Produce information products and
performance measures according to the outputs if the measurement planning tasks. The results of this task
ensures that data are collected, data are stored in a form suitable for subsequent retrieval and analysis, information
products are produced and communicated to the organisational unit, and performance measures are collected.
7.1.6.4 The manager will evaluate measurement. Evaluate the measures and the measurement activities, and
store lessons learned from this evaluation in the “Measurement Experience Base”. These task results in measures

and the measurement activities are evaluated according to specified criteria and lessons learned from this
evaluation are stored in the “Measurement Experience Base.”

G.3 Human Resource Process Activities and Tasks
The Training Process in ISO/IEC 12207:1995 is renamed the Human Resource Process.

7.4 Human Resource Process

The Human Resource Process provides the organization and projects with individuals who possess skills and
knowledge to perform their roles effectively and to work together as a cohesive group.

List of activities: This process consists of the following activities:
1) Process Implementation

2) Define Training Requirements
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3) Recruit Qualified Staff

4) Evaluate Staff Performance
5) Establish Project Team Requirements
6) Knowledge Management

7.41 Process Implementation. This activity consists of the following task:

7.4.1.1 A review of the organization and project requirements shall be conducted to establish and make timely
provision for acquiring or developing the resources and skills required by the management and technical staff.
These needs may be met through training, recruitment or other staff development mechanisms.

7.4.2 Define Training Requirements. This activity consists of the following tasks:

7.4.2.1 The types and levels of training and knowledge needed to satisfy organization and project requirements
shall be determined. A training plan, addressing implementation schedules, resource requirements, and training
needs should be developed and documented.

7.4.2.2 Training manuals, including presentation materials used in providing training should be developed or
acquired.

7.4.2.3 Train personnel to have the knowledge and skills needed to perform their roles.
7.4.3 Recruit Qualified Staff. This activity consists of the following task:

7.4.3.1 Establish a systematic program for recruitment of staff qualified to meet the needs of the organization and
projects. Provide opportunities for the career development of existing staff.

7.4.4 Evaluate Staff Performance. This activity consists of the following tasks:
7.4.4.1 Define objective criteria that can be used to evaluate staff performance.

7.4.4.2 Evaluate the performance of the staff in respect of their contributions to the goals of the organization or
project.

7.4.4.3 Ensure that feedback is provided to the staff on the results of any evaluations performed.

7.4.4.4 Maintain adequate records of staff performance including information on skills, training completed, and
performance evaluations.

7.4.5 Establish Team Requirements. This activity consists of the following tasks:

7.4.5.1 Define the organization’s and project’s need for project teams. Define team structure and operating rules.
7.4.5.2 Empower teams to perform their role by ensuring the teams have:

a) an understanding of their role on the project;

b) a shared vision or sense of common interests on the success of the project;

c) appropriate mechanisms or facilities for communication and interactions among teams; and

d) support from appropriate management to accomplish project requirements.
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7.4.6 Knowledge Management. This activity consists of the following tasks:

7.4.6.1 The manager will plan the requirements for managing the organization’s knowledge assets. The planning
will include the definition of the infrastructure and training to support the contributors and the users of the
organization’s knowledge assets, the classification schema for the assets and the asset criteria.

7.4.6.2 The manager will establish a network of experts within the organization. The network will contain the
identification of the organization’s experts, a list of their area of expertise and the identification of available
information within a classification schema, e.g., knowledge area. The manager will ensure that the network is
maintained current.

7.4.6.3 The manager will establish a mechanism to support the exchange of information between the experts and
the flow of expert information to the organization’s projects. The mechanism will support the organization’s access,
storage and retrieval requirements.

7.4.6.4 Perform configuration management of assets in accordance with the Configuration Management Process
specified in subclause 6.2.

G.4 Asset Management Process Activities and Tasks
7.5 Asset Management Process

Regardless of their overall quality and potential for reuse, assets have little value to an organization unless
potential reusers know of their existence and can easily locate and understand them.

This process contains the activities and tasks of the asset manager. Asset Management is the process of applying
administrative and technical procedures throughout the life of an asset to identify, define, certify, classify, and
baseline the asset; track modifications, migrations, and versions of the asset; record and report the status of the
asset; and establish and control storage and handling of the asset, delivery of the asset to its reusers, and
retirement of the asset.
List of activities. This process consists of the following activities:

1) Process implementation;

2) Asset storage and retrieval definition;

3) Asset management and control.
7.5.1 Process Implementation. This activity consists of the following tasks:
7.5.1.1 The asset manager will create and document an asset management plan, reusing an applicable asset
management plan template, if any exists, to define the resources and procedures for managing assets. The plan
should include the following:
a) Defining the requirements for an asset storage and retrieval mechanism;
b) Defining the asset storage and retrieval mechanism;

c) Establishing the asset storage and retrieval mechanism as an integral part of the software life cycle;

d) Naming the organization(s) responsible for managing and maintaining the asset storage and retrieval
mechanism;

e) Defining asset acceptance, certification, and retirement procedures;

f)  Defining the relationship of the asset manager to other parties such as developers, maintainers, and domain
engineers;
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g) Promoting the use of the asset storage and retrieval mechanism;
h) Defining an asset management communication mechanism;
i) Defining an asset classification scheme.
7.5.1.2 The asset manager will:
a) Document this activity in accordance with the Documentation Process specified in subclause 6.1;

Perform configuration management of assets in accordance with the Configuration Management Process specified
in subclause 6.2;

b) Document and resolve problems and non-conformance found in the assets and the Asset Management in
accordance with the Problem Resolution Process specified in subclause 6.8;

c) Conduct reviews of assets in accordance with the Joint Review Process specified in subclause 6.6.

7.5.1.3 The asset management plan will be reviewed in accordance with the Joint Review Process specified in
subclause 6.6. Domain engineers and reuse program administrators will be included in the review.

7.5.2 Asset storage and retrieval definition. An asset storage and retrieval mechanism enables reusers to
easily and quickly find and understand the assets. This activity consists of the following tasks:

7.5.2.1 The asset manager will implement and maintain an asset storage and retrieval mechanism.

7.5.2.2 The asset manager should develop, document, and maintain a classification scheme to be used in
classifying the assets.

7.5.2.3 The asset manager will conduct joint review(s) of the asset storage and retrieval mechanism in
accordance with the Joint Review Process specified in subclause 6.6. Reuse program administrators and domain
engineers will be included in the review(s).

7.5.3 Asset management and control. For each asset, this activity consists of the following tasks:

7.5.3.1 For each asset submitted to the asset manager, the asset will be evaluated based on the asset
acceptance and certification criteria.

7.5.3.2 For each asset accepted, it will be made available for reuse through the asset storage and retrieval
mechanism.

7.5.3.3 The asset will be classified in accordance with the reuse classification scheme, if any exists.

7.5.3.4 The asset manager will perform configuration management for the asset using the Configuration
Management Process specified in subclause 6.2.

7.5.3.5 The asset manager will keep track of each reuse of the asset and report to the domain engineer
information about actual reuses of the asset. Asset reuse information should include the reuser’'s name, project
name, original developer or owner of the asset, cost of reusing the asset, and savings and benefits derived from
reusing the asset.

7.5.3.6 The asset manager will forward asset modification requests and problem reports received from asset
reusers to the domain engineer for review and correction/modification plans and actions. Actions planned and
taken to meet requests or to correct problems will be reported to the asset manager making the request or filing the
problem report.

7.5.3.7 The asset manager will monitor and record these asset requests/reports and the subsequent actions
taken. Whenever problems with an asset are encountered, they should be recorded and entered into the Problem
Resolution Process, as specified in subclause 6.8.
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7.5.3.8 The asset manager will notify all asset reusers, and the domain engineer of the problems detected in the
asset, modifications made to the asset, new versions of the asset, and deletion of the asset from the asset storage
and retrieval mechanism.

7.5.3.9 The asset manager will retire assets from the asset storage and retrieval mechanism according to the
asset retirement procedures and criteria.

G.5 Reuse Program Management Process Activities and Tasks
7.6 Reuse Program Management Process

Succeeding with the implementation of systematic reuse at the organization level requires careful planning and
proper management. Because business, management, and people challenges often outweigh the technical
challenges of implementing reuse, management leadership, commitment, and support, as well as a reuse-positive
software culture should be emphasized in a reuse program. All individuals within the scope of the reuse program
are expected to cooperate with one another in the establishment of reuse processes and to share reuse expertise
and assets with one another.

The Reuse Program Management Process contains the activities and tasks of the reuse program administrator.
This process is used to plan, establish, manage, control, and monitor an organization’s reuse program.

List of activities: This process consists of the following activities:
1) Initiation;
2) Domain identification;
3) Reuse assessment;
4) Planning;
5) Execution and control;

6) Review and evaluation.
7.6.1 Initiation. This activity consists of the following tasks:

7.6.1.1 The reuse program for an organization will be initiated by establishing the organization’s reuse strategy
that includes its reuse goals, purposes, objectives, and scope. Elements of the reuse program should address the
following:

a) Reuse sponsor;

b) Reuse infrastructure (including hardware, software, tools, techniques, standards, metrics, and facilities
for practising reuse);

c) Reuse funding and other resources;
d) Reuse program support function;
e) Reuse communication, feedback, and notification mechanisms.

NOTE The reuse program administrator defines the following mechanisms:

a) Feedback mechanism from each software development project to the domain engineer and the asset manager
to communicate the use and impact of software products and assets on each project;

b) Communication mechanism between the software developer, operator, maintainer, domain engineer, asset

manager, and the reuse program administrator to resolve problems, answer questions, and make
recommendations concerning software products and assets that each project encounters;
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c) Notification mechanism that makes the developer, maintainer, asset manager, and domain engineer aware of
the prevailing trade laws, the licensing properties of software products and assets, the organization’s
restrictions that protect its proprietary interests, and the agreement that may restrict or exclude the use of
specific software products or assets by each software development, maintenance, or domain engineering
project;

d) Mechanism for the domain engineer to obtain the participation and information needed from the appropriate
sources to complete domain engineering activities.

7.6.1.2 Areuse sponsor should be named.
7.6.1.3 Reuse program participants will be identified and their roles will be assigned.

7.6.1.4 A reuse steering function will be established to assume the authority and responsibility for the
organization’s reuse program. Its functions should include the following:

e) Investigation of the practice of reuse in the organization;

f) Identification of the areas in the organization where there are potential reuse opportunities;

g) Assignment of the responsibilities for reuse in the organization;

h) Redefinition of the organization’s incentives, disincentives, and culture to support and encourage reuse.

NOTE Members of the reuse steering function include the reuse sponsor, software development manager, operations
manager, software maintenance manager, and a reuse expert.

7.6.1.5 A reuse program support function will be established. The responsibilities of the reuse program support
function should include the following:

a) Participating in the creation and implementation of a reuse program implementation plan;

b) Identifying, documenting, and conveying to all reuse program participants the reuse strategy;
c) Promoting the practice of reuse to encourage a reuse-positive software culture;

d) Seeking out opportunities to practice reuse in current and future software projects;

e) Establishing and maintaining the reuse infrastructure;

f)  Providing reuse consulting support to software projects that practice reuse.

7.6.2 Domain identification

A domain characterizes a set of systems in terms of common properties that can be organized into a collection of
reusable assets that may be used to construct systems in the domain. This activity consists of the following tasks:

7.6.21 The reuse program administrator, aided by the appropriate manager, domain engineers, users, and
software developers, will identify and document the domains in which to investigate reuse opportunities or in which
the organization intends to practice reuse.

7.6.2.2 The reuse program administrator, aided by the appropriate managers, domain engineers, users, and
software developers, will evaluate the domains to assure that they accurately reflect the organization’s reuse
strategy. The results of the evaluation will be documented.

7.6.2.3 The reuse program administrator will conduct joint reviews in accordance with the Joint Review Process
specified in subclause 6.6. Software developers, domain engineers, and users will be included in the reviews.
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7.6.2.4 As more information about the organization’s domains and plans for future software products becomes
available or when the domains are analyzed, the domains may be refined and rescoped by the reuse program
administrator.

7.6.3 Reuse assessment

The reuse assessment provides the baseline against which the practice of reuse in the organization can be
measured. Without this reuse assessment, the benefits which result from the practice of reuse in the organization
are difficult to measure. The purposes of this activity are to:

a) Gain an understanding of the reuse maturity of the organization;

b) Assess the reuse potential of the target domains of the organization;

c) Make recommendations on how to proceed with the practice of reuse in the organization;

d) Motivate and direct incremental improvements in the many areas of the organization’s reuse program,
including reuse training and infrastructure.

This activity consists of the following tasks:

7.6.3.1 The reuse program administrator will assess the organization’s systematic reuse capability. The results of
the assessment will be documented and provided to the reuse steering function.

7.6.3.2 The reuse program administrator will assess each domain being considered for reuse to determine the
potential for reuse success in the domain. The results of the assessment will be documented and provided to the
reuse steering function.

7.6.3.3 The reuse program administrator will make recommendations for refining the organization’s reuse strategy
and reuse program implementation plan based on the results of the reuse assessments. The recommendations will
be documented and provided to the reuse steering function.

7.6.3.4 The reuse program administrator, in conjunction with the appropriate acquirers, suppliers, developers,
operators, maintainers, asset managers, and domain engineers, will use the Improvement Process specified in
subclause 7.3 to incrementally improve the skills, technology, reuse processes, organizational structure, and
metrics that together comprise the reuse infrastructure.

7.6.4 Planning. This activity consists of the following tasks:

7.6.4.1 A reuse program implementation plan will be created, documented, and maintained, reusing an applicable
reuse program plan template, if any exists, to define the resources and procedures for implementing a reuse
program. The plan will describe the following:

a) The reuse program activities;

b) Procedures and schedules for performing these activities;

c) The parties responsible for performing these activities;

d) The relationships with other parties, such as software developers or domain engineers;

e) The resources needed for the reuse program;

7.6.4.2 The plan will be reviewed and evaluated considering the following criteria:

a) Completeness;

b) Ability to realize the organization’s reuse strategy;

c) Feasibility of implementing the plan.
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The results of the evaluation will be documented. Those evaluating the plan should include members of the reuse
steering function.

7.6.4.3 Approval and support for the reuse program implementation plan will be obtained from the reuse steering
function, and the appropriate managers.

7.6.4.4 The reuse program administrator will conduct joint review(s) in accordance with the Joint Review Process
specified in subclause 6.6. Members of the reuse steering function and the appropriate managers will be included
in the reviews.

7.6.5 Execution and control. This activity consists of the following tasks:

7.6.5.1 Activities in the reuse program implementation plan will be executed in accordance with the plan.

7.6.5.2 The reuse program administrator will monitor the progress of the reuse program against the organization’s
reuse strategy, and make and document any necessary adjustments to the plan to realize the strategy.

7.6.5.3 Problems and nonconformances that occur during the execution of the reuse program implementation
plan will be recorded and entered into the Problem Resolution Process, as specified in subclause 6.8.

7.6.5.4 The reuse program administrator will periodically reaffirm management sponsorship, support, and
commitment to the reuse program.

7.6.6 Review and evaluation. This activity consists of the following tasks:

7.6.6.1 The reuse program administrator will periodically assess the reuse program for achievement of the
organization’s reuse strategy, and the continued suitability and effectiveness of the reuse program.

7.6.6.2 The reuse program administrator will provide assessment results and lessons learned to the reuse
steering function, and to the appropriate managers.

7.6.6.3 The reuse program administrator will recommend and make changes to the reuse program, expand the

reuse program, and improve the reuse program in accordance with the Improvement Process specified in
subclause 7.3.

G.6 Domain Engineering Process Activities and Tasks
7.7 Domain Engineering Process

The Domain Engineering Process contains the activities and tasks of the domain engineer. The process covers the
development and maintenance of the domain models, domain architecture, and other assets for this domain.

List of activities. This process consists of the following activities:
1) Process implementation;
2) Domain analysis;
3) Domain design;
4) Asset provision;
5) Asset maintenance.

NOTE 1 Domain engineering is a reuse-based approach to defining the scope (i.e., domain definition), specifying the
structure (i.e., domain architecture), and building the assets (e.g., requirements, designs, software code, documentation) for a
class of systems, subsystems, or applications. Domain engineering may include the following activities: domain definition,
domain analysis, developing the domain architecture, and domain implementation.
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NOTE 2  These activities and tasks may overlap or interact and may be performed iteratively or recursively. Also, the Domain
Engineering Process may overlap with development and maintenance processes that use assets produced by the Domain
Engineering Process.

7.7.1 Process implementation. This activity consists of the following tasks:

7.7.1.1 The domain engineer will create and document a domain engineering plan, reusing an applicable domain
engineering plan template, if any exists, to define the resources and procedures for performing domain
engineering. The plan should include standards, methods, tools, activities, assignments, and responsibilities for
performing domain engineering. To create the domain engineering plan, the domain engineer should consult the
literature and/or data resources about the domain and should consult with domain experts, developers, and users
of software products within the domain. The domain engineering plan will be executed.

7.7.1.2 The domain engineer will select the representation forms to be used for the domain models and domain
architectures, in accordance with the organization’s reuse standards, and by consulting domain experts,
developers, and users of software products within the domain.

7.7.1.3 The domain engineer will:

a) Document this process in accordance with the Documentation Process specified in subclause 6.1;

b) Perform configuration management of the domain engineering outputs in accordance the Configuration
Management Process specified in subclause 6.2;

c) Document and resolve problems and non-conformance found in the assets and Domain Engineering Process
in accordance with the Problem Resolution Process specified in subclause 6.8;

d) Conduct joint reviews in accordance with the Joint Review Process specified in subclause 6.6 and include in
the
review experts of the domain, and software developers and users of software products within the domain;

e) Establish procedures for receiving, resolving, and providing feedback to the asset manager whenever
problems or change requests occur for assets developed by the domain engineer.

7.7.2 Domain analysis. Domain analysis is the activity that discovers and formally describes the commonalties
and variabilities within a domain. The domain engineer captures this information in a set of domain models. This
activity consists of the following tasks:

7.7.21 The domain engineer will define the boundaries of the domain and the relationships between this domain
and other domains.

7.7.2.2 The domain engineer will identify the current and anticipated needs of developers of software products
within this domain.

7.7.2.3 The domain engineer will build the domain models using the representation forms selected in the Process
Implementation Activity for this process.

7.7.2.4 The domain engineer will construct a vocabulary that provides the terminology to describe the important
domain concepts and the relationships among similar or common assets of the domain.

7.7.2.5 The domain engineer will classify and document the domain models.

7.7.2.6 The domain engineer will evaluate the domain models and domain vocabulary in accordance with the
provisions of the modelling technique selected and in accordance with the organization’s asset acceptance and
certification procedures. The results of the evaluation will be documented.

7.7.2.7 The domain engineer will conduct domain analysis joint review(s) in accordance with the Joint Review

Process specified in subclause 6.6. Software developers, asset managers, domain experts, and users will be
included in the reviews.
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7.7.2.8 The domain engineer will submit domain models to the asset manager.

7.7.3 Domain design. The domain design activity defines the domain architecture and specifies the assets that
can be used to build software products. The domain architecture is a high-level design in which asset interfaces are
formally specified. The domain architecture serves as the framework for reusing assets to construct software
products. This activity consists of the following tasks:

7.7.3.1  The domain engineer will create and document the domain architecture, consistent with the domain model
and following the organization’s standards.

7.7.3.2 The domain architecture will be evaluated in accordance with the provisions of the architecture design
technique selected and the organization’s asset acceptance and certification procedures. The results of the
evaluation will be documented.

7.7.3.3 For each entity selected to be designed for reuse, the domain engineer will develop and document an
asset specification.

7.7.3.4 For each asset specified, the specification will be evaluated in accordance with the provisions of
subclause 5.3.6.7, and in accordance with the organization’s asset acceptance and certification procedures. The
results of the evaluation will be documented.

7.7.3.5 The domain engineer will conduct domain design joint review(s) in accordance with the Joint Review
Process specified in subclause 6.6. Software developers, domain experts, and asset managers will be included in
the reviews.

7.7.3.6 The domain engineer will submit the domain architecture to the asset manager.

7.7.4 Asset provision. The asset provision activity develops or acquires assets that can be used to assemble
software products. For each asset developed or acquired, this activity consists of the following tasks:

7.7.41 The domain engineer will develop the asset, thus

a) Executing the Acquisition Process (see 5.1) to cause a contract for the asset to be put in place if the asset is to
be acquired; or

b) Executing the Development Process (see 5.3) if the asset is to be developed internally.
7.7.4.2 The asset will be documented and classified.

7.7.4.3 The domain engineer will evaluate the asset in accordance with the organization’s asset acceptance and
certification procedures. The results of the evaluation will be documented.

7.7.4.4 The domain engineer will conduct asset joint review(s) in accordance with the Joint Review Process
specified in subclause 6.6. Software developers and asset managers will be included in the reviews.

7.7.4.5 The domain engineer will submit the asset to the asset manager.

7.7.5 Asset maintenance. The asset maintenance activity contains the tasks for modifying assets, including
domain models and domain architectures. An asset undergoes modification to correct a deficiency in the asset or
to adapt the asset to meet a new or revised requirement. The domain engineer will modify the asset, executing
Maintenance Process specified in subclause 5.5. In addition, the following reuse-related tasks are added to this
Maintenance Process when it is applied to maintain an asset:

7.7.5.1 When analyzing requests for asset modification and choosing implementation options, the domain
engineer will consider

a) Conformance with the domain models and the domain architecture;

b) Impact on the systems and software products that use the asset;
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c) Impact on future users of the asset;
d) Impact on the reusability of the asset.

7.7.5.2 The domain engineer will obtain approval for the selected implementation option, schedule, and plans to
modify the asset.

7.7.5.3 The domain engineer will notify the asset manager who sent the asset modification request about whether
the asset modification was approved and the plans and schedule for those approved modifications. When a
modification request is not approved, it will be recorded and entered into the Problem Resolution Process, as
specified in subclause 6.8.

7.7.5.4 After approval is obtained, the domain engineer will enter the Domain Engineering Process to implement
the modifications to an asset.

7.7.5.5 The domain engineer will send the completed modified asset along with any usage instructions and test
assets to the asset manager who sent the asset modification request.
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Annex H
(informative)

ISO/IEC TR 15504-2, PDAM1, Reference Model Extensions
For the ISO/IEC 12207:1995 Acquisition Process

Annex H provides the extension of the process definitions in TR 15504-2 for acquirer processes and addresses the
current lack of granularity associated with acquisition processes in TR 15504-2. This annex extends the acquirer
process definitions in TR 5504-2 and provides the granularity needed for the purpose of acquirer process
assessment and acquirer process improvement. These extended processes provides a solid foundation for
assessments of acquirer processes and the ability to better ascertain process risks in the procurement of software
systems. The acquisition process definitions provided in this annex are included in this Amendment to form the
basis for a Process Reference Model to be used with ISO 15504.

The process purposes and process outcomes provided in this annex may be used instead of the process purposes
and process outcomes in F.1.1 Acquisition Process. In addition to the Acquisition Process purpose and outcomes,
this annex provides the extension of the process definition in the format of ISO/IEC 12207:1995 activities and
tasks.

NOTE Copyright release: Users may freely reproduce the detailed descriptions of process purpose and outcomes in this
annex as part of any Assessment Model based upon the Process Reference Model, or as part of any demonstration of
compatibility with the Process Reference Model, so that it can be used for its intended purpose.

H.1 Acquisition Process Purpose and Outcomes

The following provides an alternative that may in used in lieu of the Annex F1.1 Acquisition Process purpose and
outcomes.

Purpose:

The purpose of the Acquisition Process is to obtain the product and/or service that satisfies the need expressed by
the customer. The process begins with the identification of a customer need and ends with the acceptance of the
product and/or service needed by the customer.

Outcomes:

As a result of successful implementation of the Acquisition Process:

1) acquisition needs, goals, acceptance criteria and acquisition strategies will be defined;

2) an agreement will be developed that clearly expresses the expectation, responsibilities and liabilities of both
the customer and the supplier;

3) a product and/or service will be produced that satisfies the customer’s stated need;

4) the acquisition will be monitored so that specified constraints such as cost, schedule and quality are met; and
5) supplier deliverables will be accepted.

The subprocesses belonging to the Acquisition process are:

e Acquisition Policy

e Acquisition Strategy
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Benefits Analysis
Technical Requirements
Legal and Administrative Requirements
Financial Requirements
Project Requirements
Request for Proposals
Supplier Qualification
Proposal Evaluation
Contract Agreement
Supplier Monitoring
Acceptance

Contract Closure
Supplier Relationships
User Relationships

Financial Management

H.1.1 Acquisition Policy

Purpose:

The purpose of the Acquisition Policy process is to establish the common high level goals, basis for acquisition
needs and the methods to be deployed in the conduct of an acquisition.

Outcomes:

As a result of successful implementation of the process:

1)

44

the need to deploy a common acquisition policy for the organisation will be established;

the systematic basis of, or preference for, technology, process, methods, vendors, standards and legally
enforceable regulations to optimise the acquisition will be established;

the need to ensure adequate resources for managing the acquisition, including the contractual, technical,
financial and project management skills of the acquirer will be established;

the need to define the standards of quality for deliverables acceptable to the stated and implied needs of the

acquirer will be established;

the need to establish an effective and productive relationship with the supplier and other affected groups will

be established.
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H.1.2 Acquisition Strategy

Purpose:

The purpose of the Acquisition Strategy process is to ensure the products to be acquired will comply with the
mission, goals and objectives of the business and to provide the basis for planning all aspects of the acquisition
project. This process involves a combination of business infrastructure (budgetary, financial investment), acquisition
methods (OTS, customised) and common policies (acquisition strategies, schedule determination).

Outcomes:

As a result of successful implementation of the process:

1) a planned program management approach for the acquisition that meets the acquisition policy and user /
acquirer business needs will be developed;

2) specific goals (financial, contract, project, technical) and objectives for different or alternative approaches will
be identified;

3) the critical success factors for the acquisition will be identified;
4) the various ways in which solutions could meet the acquirers needs and expectations will be identified,;

5) the business risks, financial, technical and resource implications for differing or alternative approaches or
solutions will be identified;

6) requirements for product updating will be identified.

H.1.3 Benefits Analysis
Purpose:

The purpose of the Benefits Analysis process is to establish the continuing relevance and benefit of the acquisition
in meeting the evolving and changing needs of the acquirers’ requirements and business needs.

Outcomes:
As a result of successful implementation of the process:
1) alignment of benefits of the acquisition to business objectives will be analysed;

2) analysis of benefits relative to the costs of the acquisition will be performed.

H.1.4 Technical Requirements

Purpose:

The purpose of the Technical Requirements process is to establish the technical requirements of the acquisition.
This involves the elicitation of functional and non-functional requirements that consider the deployment lifecycle of
the products so as to establish a technical requirement baseline.

Outcomes:

As a result of successful implementation of the process:

1) the technical requirements, including environment effect evaluation, safety and security requirements where
appropriate, will be defined and developed to match the needs and expectations of the users;
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2) the current and evolving acquisition needs will be gathered and defined;
3) the requirements and potential solutions will be communicated to all affected groups;
4) a mechanism will be established to incorporate changed or new requirements into the established baseline;

5) a mechanism for identifying and managing the impact of changing technology to the technical requirements
will be defined;

6) the requirements will include compliance with relevant standards, including environment effect evaluation,
safety and security standards where appropriate.

NOTE ISO 9126 may be a useful model to elicit technical requirements

H.1.5 Legal and Administrative Requirements
Purpose:

The purpose of the Legal and Administrative Requirements process is to define the awarding aspects —
expectations, liabilities, legal and other issues and which comply with national and international laws of contract.

Outcomes:
As a result of successful implementation of the process:

1) a contractual approach will be defined which is compliant with relevant national, international and regulatory
laws, guidance and policies;

2) an agreement (contractual) terms and conditions will be defined to describe how the supplier will meet the
needs and expectations;

3) acceptance criteria and mechanisms for handling of breaches to the fulfilment of contract will be established;

4) the rights of the acquirer to assume, modify or evaluate, directly or indirectly Intellectual Property Rights will be
established;

5) warranties and service level agreements will be provided for where applicable;

6) provision for the suppliers to deliver other requirements (e.g. quality plan, escrow arrangements etc) will be
defined;

7) Recognised criteria for proprietary, regulatory and other product liabilities issues will be established.
NOTE Final settlement of terms will be determined during the Contract Establishment subprocess

H.1.6 Financial Requirements

Purpose:

The purpose of the Financial Requirements process is to specify the requirements to prepare the infrastructure for
an effective financial management of the acquisition project.

Outcomes:
As a result of successful implementation of the process:
1) financial management, risks and costs to the acquirer will be established ;

2) financial terms for costs and payments governing the acquisition will be defined and recorded;
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3) financial aspects of the contract award process will be traceable to the outcome;

4) requests for financing will be used to prepare budgets for project activities subject to authorised budgetary
controls;

5) requirements for cost reporting with the supplier will be established against agreed cost estimation model(s);

6) requirements for payments to be managed in accordance with a defined procedure that interrelates to contract
data and achievement from project management will be established;

7) prioritisation of requirements will be made to ensure that the acquisition lifecycle solution is aligned with
relative importance of requirements.

H.1.7 Project Requirements
Purpose:

The purpose of the Project Requirements process is to specify the requirements to ensure the acquisition project
are performed with adequate planning, staffing, directing, organising and control over project tasks and activities.

Outcomes:

As a result of successful implementation of the process:

—

) consistency between financial, technical, contract and project requirements will be established;

2) requirements for the organisational, management, controlling, and reporting aspects of a project will be
defined;

3) requirements for adequate staffing of projects by a competent team (e.g. legal, contractual, technical, project
competent resources) with clear responsibilities and goals will be defined;

4) the needs for exchanging information between all affected parties will be established;

5) requirements for the completion and acceptance of interim work products and release of payments will be
established;

6) risks associated with project lifecycle and with suppliers will be identified;
7) requirements for ownership of interactions and relationships with suppliers will be defined;
8) rights for use and distribution of the product by the customer and supplier will be defined; and

9) support and maintenance requirements will be established.

H.1.8 Request for Proposals

Purpose:

The purpose of the Request for Proposals process is to prepare and issue the necessary acquisition requirements.
The documentation will include, but not be limited to, the contract, project, finance and technical requirements to be
provided for use in the Call For Proposals (CFP) / Invitation To Tender (ITT).

Outcomes:

As a result of successful implementation of the process:

1) rules will be defined for proposal/tender invitation and evaluation which comply with the acquisition policy and
strategy;
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2) the baseline technical and non-technical requirements will be assembled to accompany the CFP / ITT;
3) the agreement (contractual) terms of reference and conditions for CFP / ITT will be established;

4) the financial terms of reference for costs and payments for CFP / ITT will be defined;

5) the project terms of reference for CFP / ITT will be defined;

6) the technical terms of reference for CFP / ITT will be defined;

7) a CFP / ITT will be prepared and issued in accordance with acquisition policies and which complies with
relevant national, international and regulatory laws, requirements, and policies.

H.1.9 Supplier Qualification

Purpose:

The purpose of the Supplier Qualification Evaluation process is to evaluate and determine if the potential
supplier(s) have the required qualification for entering the proposal / tender evaluation process. In this process, the
technical background, quality system, servicing, user support capabilities and etc will be evaluated.

Outcomes:

As a result of successful implementation of the process:

1) criteria will be established for qualifying suppliers ;

2) supplier capability determination will be performed as necessary;

3) the suppliers which possess required qualification will be short-listed for tender solution(s) evaluation;

4) any shortfalls will be identified and evaluated;

5) corrective action required by the acquirer will be evaluated and performed.

H.1.10 Proposal Evaluation
Purpose:

The purpose of the Proposal Evaluation process is to evaluate proposed / tendered solutions, and/or associated
Off The Shelf (OTS) products in order to enter into contract / agreement negotiations.

Outcomes:
As a result of successful implementation of the process:
1) the proposed / tendered solutions will be evaluated against the CFP / ITT requirements;

2) criteria will be established for qualifying Off The Shelf (OTS) products where these are offered as (part of) a
proposed / tendered solution;

3) OTS products will be evaluated as necessary against a defined plan to determine the degree of fit with the
acquirers needs and expectations;

4) the supplier(s) of the successful proposed / tendered solution(s) will be invited to enter into contract /
agreement negotiation.
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H.1.11 Contract Agreement

Purpose:

The purpose of the Contract Agreement process is to negotiate and approve a contract / agreement that clearly
and unambiguously specifies the expectations, responsibilities, work products / deliverables and liabilities of both
the supplier(s) and the acquirer.

Outcomes:

As a result of successful implementation of the process:

1) a contract / agreement will be negotiated, reviewed, approved and awarded to the supplier(s);

2) mechanisms for monitoring the capability and performance of the supplier(s) and for mitigation of identified
risks will be reviewed and considered for inclusion in the contract conditions;

3) proposers / tenderers will be notified of the result of proposal /tender selection.

H.1.12 Supplier Monitoring

Purpose:

The purpose of the Supplier Monitoring process is to monitor and facilitate the integration of the supplier’s activities
in the conduct of the acquisition project in accordance with the relevant requirements and management
approaches.

Outcomes:

As a result of successful implementation of the process:

1) joint activities will be conducted between the acquirer and the supplier as needed;
2) information and data on progress will be exchanged regularly with the supplier;
3) performance of the supplier will be monitored against agreed requirements;

4) problems will be recorded and tracked to resolution.

H.1.13 Acceptance

Purpose:

The purpose of the Acceptance process is to approve and accept the constituted product based against the
acceptance criteria. The process will involve a planned and integrated approach that reduces duplication of
activities between supplier and acquirer.

Outcomes:

As a result of successful implementation of the process:

1) validation and/or verification will be performed against a planned and documented acceptance strategy;

2) acceptance will be performed based on the acquisition strategy and conducted according to agreed
requirements;

3) the delivered product will be evaluated against agreed requirements;

4) warranty details, where appropriate, will be confirmed.
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NOTE ISO/IEC 14598 may be a suitable basis for product evaluation.

H.1.14 Contract Closure
Purpose:

The purpose of the Contract Closure process is to ensure comprehensive information pertaining to the execution
and finalisation of the project are collected and co-ordinated across all affected groups.

Outcomes:

As a result of successful implementation of the process:

1) finalisation of payments and scheduling of future payments will be agreed;

2) securing or return of confidential information provided by the supplier and acquirer will be confirmed;
3) exchange of acquisition information results amongst affected group will be effected;

4) results of contract, project, technical and financial aspects of the project will be assessed against original
requirements and/or objectives;

5) the performance of all affected groups will be reviewed;

6) relevant project information will be archived in a manner accessible for future acquisitions and improvements.

H.1.15 Supplier Relationships
Purpose:

The purpose of the Supplier Relationships process is to improve acquirer-supplier relationships in terms of quality
of services and value for money so as to gain a better understanding of the needs of both parties.

Outcomes:

As a result of successful implementation of the process:

—_

) relationships with suppliers which are relevant to current and future needs will be established;
2) ownership and co-ordination of relationships will be defined;

3) clear understandings of the relationships which are most important in achieving business objectives will be
evident;

4) potential benefits of improved relationships and reciprocal risks of no change will be identified;

5) continuous effectiveness of supplier relationships will be reviewed and monitored.

H.1.16 User relationships
Purpose:

The purpose of the User Relationships process is to improve acquirer-user relationships in terms of quality of
services and value for money so as to gain a better understanding of the needs of both parties.
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Outcomes:

As a result of successful implementation of the process:

1)
2)

3)

4)

ownership and co-ordination of relationships will be defined;

clear understandings of the relationships which are most important in achieving business objectives will be

evident;

potential benefits of improved relationships and reciprocal risks of no change will be identified;

continuous effectiveness of user relationships will be reviewed and monitored.

H.1.17 Financial Management

Purpose:

The purpose of the Financial Management process is to ensure that the costs and budgets for acquisitions are
identified and managed in line with agreed plans and objectives.

Outcomes:

As a result of successful implementation of the process:

1)
2)
3)
4)
5)

6)

financial plans and objectives will be established and maintained;

budgets will be prepared and approved;

records will be maintained to satisfy financial audit requirements;

actual project expenditures will be advised to those responsible for managing projects;
variances between planned and actual expenditures will be reported and analysed;

decisions will be taken to ensure financial objectives are met by the responsible personnel.

H.2 Acquisition Process Activities and Tasks

H.2.1 Acquisition Process

List of activities. The following activities are added to the Acquisition Process:

1)
2)
3)
4)

5)

Contract closure

Acquisition policy

Manage supplier relationships
Manage user relationships

Financial management
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H.2.1.1 Contract Closure
5.1.6  Contract Closure. This activity consists of the following tasks:

In addition to the normal project management closure activities defined in clause 7.1.5 the acquirer will ensure the
following are satisfied :

a) The finalization of payments is agreed and scheduled;
b) All confidential information provided to the supplier will be confirmed as secure;
c) Acquisition information exchange is effected amongst all relevant parties;

d) The overall results of the contract, project, technical and financial aspects of the acquisition project are
assessed against the original requirements and/or objectives.

H.2.1.2 Acquisition Policy

5.1.7  Acquisition Policy. This activity consists of the following tasks :

51.71 The acquirer will establish the need to deploy a common policy for acquisition across the organization.
The acquisition policy should consider the common high level goals and basis for acquisition needs and methods to
be deployed on acquisition projects.

5.1.7.2 In defining an effective acquisition policy the following will be considered :

a) The basis of, or preference for, technology, process, methods, vendors, standards and legally enforceable
regulations to optimize acquisitions;

b) The resources, competencies and skills needed to manage acquisitions including contractual, technical,
financial, legal and project management skills;

c) The standards of quality to be defined;

d) Relationships towards suppliers, users and other affected parties.

H.2.1.3 Manage Supplier Relationships

5.1.8 Manage Supplier Relationships. This activity consists of the following tasks:

5.1.8.1 The acquisition function within the organization will define a policy with respect to overall relationships
with suppliers relevant to its current and future needs. The overall aim to improve acquirer-supplier relationships in
terms of service and value for money so as to gain a better understanding of the needs of both parties.

5.1.8.2 It is recognized that in some contracting situations, especially in government or defence sectors, the
policy may be a hands off relationship with suppliers, but in most industries there is a move towards strategic
relationships with suppliers especially with the advent of electronic procurement.

5.1.8.3 As part of defining a policy the following will be considered:

a) National or international procurement regulations and/or policies;

b) Ownership and co-ordination of relationships;

c) Potential benefits of improved relationships and reciprocal risks of no change;

d) Review and monitoring of the effectiveness of supplier relationships.
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H.2.1.4 Manage User Relationships
5.1.9 Manage User Relationships. This activity consists of the following tasks :
5.1.9.1 The acquisition function within the organization will define a policy with respect to overall relationships
with users relevant to its current and future needs. The overall aim to improve acquirer-user relationships in terms
of service and value for money so as to gain a better understanding of the needs of both parties.
5.1.9.2 As part of defining a policy the following will be considered:
a) Ownership and co-ordination of relationships;
b) Potential benefits of improved relationships and reciprocal risks of no change;
c) Review and monitoring of the effectiveness of supplier relationships.
H.2.1.5 Financial Management
5.1.10 Financial Management. This activity consists of the following tasks:
5.1.10.1 The organization must ensure sound financial management over acquisition projects. The overall aim
is to ensure that the costs and budgets for acquisitions are identified and managed in line with agreed plans and
objectives. Financial management often has split responsibilities between different functions within the
organization.
5.1.10.2 In order to achieve sound financial management the following will be accomplished:
a) Financial plans and objectives will be established and maintained;
b) Budgets will be prepared and approved;
c) Records will be maintained;
d) Project expenditures will be advised to those responsible for managing projects;

e) Variances between planned and actual expenditures will be reported and analyzed;

f)  Decisions will be taken to ensure financial objectives are met.
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Information technology — Software life cycle processes

AMENDMENT 2

1 Changes to the Text of ISO/IEC 12207:1995/AMD 1:2002:
1.1 Clause F.1.2 is modified as follows:

F.1.2 Supply Process
Purpose:

The purpose of the Supply process is to provide a product or service to the customer that meets the agreed
requirements.

Outcomes:
As a result of successful implementation of the Supply process:
1. aresponse to a customer's request is produced;

2. an agreement is established between the customer and the supplier for developing, maintaining,
operating, packaging, delivering, and installing the product and/or service;

3. a product and/or service that meets the agreed requirements are developed by the supplier;

4. the product and/or service is delivered to the customer in accordance with the agreed requirements; and
5. the product is installed in accordance with the agreed requirements.

The Supply Process includes purposes and outcomes for the following sub-processes:

— Supplier tendering;

— Contract agreement;

—  Product release;

— Product acceptance support.

F.1.2.1 Supplier tendering

Purpose:

The purpose of Supplier tendering is to establish an interface to respond to customer inquiries and requests
for proposal, prepare and submit proposals, and confirm assignments through the establishing of a relevant
agreement / contract.
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Outcomes:

As a result of successful implementation of Supplier tendering:

1) a communication interface is established and maintained in order to respond to customer inquiries and
requests for proposal;

2) requests for proposal are evaluated according to defined criteria to determine whether or not to submit a
proposal;

3) the need to undertake preliminary surveys or feasibility studies is determined;
4) suitable resources are identified to perform the proposed work;
5) a supplier proposal is prepared and submitted in response to the customer request; and

6) formal confirmation of agreement is obtained.

F.1.2.2 Contract agreement

Purpose:

The purpose of Contract agreement is to negotiate and approve a contract / agreement that clearly and
unambiguously specifies the expectations, responsibilities, work products / deliverables and liabilities of both
the supplier(s) and the acquirer.

Outcomes:

As a result of successful implementation of Contract agreement:
1) a contract / agreement is negotiated, reviewed, approved and awarded to the supplier(s);

2) mechanisms for monitoring the capability and performance of the supplier(s) and for mitigation of
identified risks are reviewed and considered for inclusion in the contract conditions;

3) proposers/tenderers are notified of the result of proposal /tender selection; and

4) formal confirmation of agreement is obtained.

F.1.2.3 Product release

Purpose:

The purpose of Product release is to control the availability of a product to the intended customer.

Outcomes:

As a result of the successful implementation of Product release:

1) the contents of the product release are determined;

2) the release is assembled from configured items;

3) the release documentation is defined and produced;

4) the release delivery mechanism and media is determined;

5) release approval is effected against defined criteria;

6) the product release is made available to the intended customer; and

7) confirmation of release is obtained.
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F.1.2.4 Product acceptance support

Purpose:

The purpose of Product acceptance support is to assist the customer to achieve confidence that the product
meets requirements.

Outcomes:

As a result of successful implementation of the Product acceptance support:

1) the product is completed and delivered to the customer;

2) customer acceptance tests and reviews are supported;

3) the product is put into operation in the customer’s environment; and

4) problems detected during acceptance are identified and communicated to those responsible for resolution.

NOTE Incremental delivery would be in completed increments.
1.2 Clause F.2.2 is modified as follows:

F.2.2 Configuration Management Process

Purpose:

The purpose of the Configuration management process is to establish and maintain the integrity of the work
products/items of a process or project and make them available to concerned parties.

Outcomes:

As a result of successful implementation of the Configuration management process:

—_

) a configuration management strategy is developed;

2) work products/items generated by the process or project are identified, defined and baselined;
3) modifications and releases of the work products/items are controlled;

4) modifications and releases are made available to affected parties;

5) the status of the work products/items and modifications are recorded and reported;

6) the completeness and consistency of the work products/items is ensured; and

7) the storage, handling and delivery of the work products/items are controlled.
1.3 Clause F.2.8 is modified as follows:

F.2.8 Problem Resolution Management Process

Purpose:

The purpose of the Problem resolution management process is to ensure that all discovered problems are
identified, analyzed, managed and controlled to resolution.
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Outcomes:

As a result of successful implementation of the Problem resolution management process:
1) a problem management strategy is developed;

2) problems are recorded, identified and classified;

3) problems are analyzed and assessed to identify acceptable solution(s);

4) problem resolution is implemented;

5) problems are tracked to closure; and

6) the status of all problems reported is known

NOTE Problem resolution management may initiate a change request.
1.4 A new Clause F.2.11 is inserted as follows:

F.2.11 Change Request Management Process

Purpose:

The purpose of the Change request management process is to ensure that change requests are managed,
tracked and controlled.

Outcomes:

As a result of successful implementation of the Change request management process:
1) achange management strategy is developed;

2) requests for change are recorded and identified;

3) dependencies and relationships to other change requests are identified;

4) criteria for confirming implementation of change requests are defined;

5) requests for change are approved, prioritized, and resource requirements estimated;
6) changes are initiated on the basis of priority and availability of resources;

7) approved changes are implemented and tracked to closure; and

8) the status of all change requests is known.
1.5 Clause F.3.1.5 is modified as follows:

F.3.1.5 Risk management

Purpose:

The purpose of Risk management is to identify, analyze, treat and monitor the risks continuously.

Outcomes:

As a result of successful implementation of Risk management:

1) the scope of risk management to be performed is determined;
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2) appropriate risk management strategies are defined and implemented;
3) risks are identified in project planning as they develop and during the conduct of the project;

4) risks are analysed in terms of probability and consequences, and the priority in treatment of these risks is
determined;

5) risk measures are defined, applied, and assessed to determine changes in the status of risk and the
progress of the treatment activities; and

6) appropriate treatment is taken to correct or avoid the impact of risk based on its priority, probability, and
consequence or other defined risk threshold.

1.6 Clause F.3.2 is modified as follows:

F.3.2 Infrastructure Process

Purpose:

The purpose of the Infrastructure process is to maintain a stable and reliable infrastructure that is needed to
support the performance of any other process.

Outcomes:

As a result of successful implementation of the Infrastructure process:

1) the requirements for infrastructure to support processes in the organizational unit are defined;
2) the infrastructure elements are identified and specified;

3) infrastructure elements are acquired;

4) the infrastructure elements are implement; and

5) a stable and reliable infrastructure is maintained.

NOTE The infrastructure may include hardware, software, methods, tools, techniques, standards, and facilities for
development, operation, or maintenance.

1.7 Clause F.3.3.3 is modified as follows:

F.3.3.3 Process improvement

Purpose:

The purpose of Process improvement is to continually improve the organization’s effectiveness and efficiency
through the processes used and maintained aligned with the business need.

Outcomes:

As a result of successful implementation of Process improvement:
1) commitment is established to provide resources to sustain improvement actions;

2) issues arising from the organization's internal / external environment are identified as improvement
opportunities and justified as reasons for change;

3) analysis of the current status of the existing process is performed, focusing on those processes from
which improvement stimuli arise;
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4) improvement goals are identified and prioritized, and consequent changes to the process are defined and
implemented;

5) the effects of process implementation are monitored and confirmed against the defined improvement
goals;

6) knowledge gained from the improvements is communicated within the organization; and

7) the improvements made are evaluated and consideration given for using solutions elsewhere within the
organization.

NOTE 1 Information sources providing input for change may include: process assessment results, audits, customer's
satisfaction reports, organizational effectiveness / efficiency, cost of quality.

NOTE 2 The current status of processes may be determined by process assessment.
1.8 Clause F.3.6 is modified as follows:

F.3.6 Reuse Program Management Process

Purpose:

The purpose of the Reuse program management process is to plan, establish, manage, control, and monitor
an organization’s reuse program and to systematically exploit reuse opportunities.

Outcomes:

As a result of successful implementation of Reuse program management process:

1) the organization’s reuse strategy, including its purpose, scope, goals and objectives, is defined;

2) the domains for potential reuse opportunities are identified;

3) the organization’s systematic reuse capability is assessed;

4) the reuse potential of each domain is assessed;

5) reuse proposals are evaluated to ensure the reuse product is suitable for the proposed application;
6) the reuse strategy is implemented in the organization;

7) feedback, communication, and notification mechanisms are established, that operate between affected
parties; and

8) the reuse program is monitored and evaluated.

NOTE  The affected parties may include reuse program administrators, asset managers, domain engineers, developers,
operators, and maintainers.
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1.9 Updated Table E.1 to Annex E of ISO/IEC 12207:1995/Amd.1:2002

Table E.1 — Correlation of ISO/IEC 12207:1995 to Annex F

12207 12207 Processes & activities Annex F Source Annex F Process Structure Process
Type
5. Primary life cycle processes
5.1 Acquisition process ISO/IEC 12207 Acquisition process basic
ISO/IEC TR 15504-2 Acquisition preparation component
ISO/IEC TR 15504-2 Supplier selection component
ISO/IEC TR 15504-2 Supplier monitoring component
ISO/IEC TR 15504-2 Customer acceptance component
5.2 Supply process ISO/IEC 12207 Supply process basic
Supplier tendering component
Contract agreement component
Product release component
Product acceptance support component
53 Development process ISO/IEC 12207 Development process basic
5.3.1 Process implementation
ISO/IEC TR 15504-2 Requirements elicitation extended
5.3.2 System requirements analysis ISO/IEC 12207 System requirements analysis basic
5.3.3 System architectural design ISO/IEC 12207 System architectural design basic
53.4 Software requirements analysis ISO/IEC 12207 Software requirements analysis basic
5.35 Software architectural design ISO/IEC TR 15504-2 Software design component
5.3.6 Software detailed design ISO/IEC TR 15504-2 Software design component
5.3.7 Software coding and testing ISO/IEC TR 15504-2 Software construction component
5.3.8 Software integration ISO/IEC 12207 Software integration basic
5.3.9 Software qualification testing ISO/IEC TR 15504-2 Software testing component
5.3.10 System integration ISO/IEC TR 15504-2 System integration component
5.3.11 System qualification testing ISO/IEC TR 15504-2 System testing component
5.3.12 Software installation ISO/IEC 12207 Software installation basic
5.4 Operation process ISO/IEC 12207 Operation process basic
ISO/IEC TR 15504-2 Operational use extended
ISO/IEC TR 15504-2 Customer support extended
5.5 Maintenance process ISO/IEC 12207 Maintenance process basic
6. Supporting life cycle processes
6.1 Documentation process ISO/IEC 12207 Documentation process basic
6.2 Configuration management process ISO/IEC 12207 Configuration management process basic
6.3 Quality assurance process ISO/IEC 12207 Quality assurance process basic
6.4 Verification process ISO/IEC 12207 Verification process basic
6.5 Validation process ISO/IEC 12207 Validation process basic
6.6 Joint review process ISO/IEC 12207 Joint review process basic
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Table E.1 — Correlation of ISO/IEC 12207:1995 to Annex F
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12207 12207 Processes & activities Annex F Source Annex F Process Structure Process
Type
6.7 Audit process ISO/IEC 12207 Audit process basic
6.8 Problem resolution process ISO/IEC12207 Problem resolution management extended
process
Change request management extended
process
1ISO 13407 Usability process new
ISO/IEC 14598 Product evaluation process extended
7. Organizational life cycle processes
71 Management process ISO/IEC 12207 Management process basic
ISO/IEC TR 15504-2 Organizational alignment extended
ISO/IEC 12207 Organizational management basic
ISO/IEC TR 15504-2 Project management extended
ISO/IEC TR 15504-2 Quality Management extended
ISO/IEC TR 15504-2 Risk Management extended
ISO/IEC 15939 Measurement new
7.2 Infrastructure process ISO/IEC 12207 Infrastructure process basic
7.3 Improvement process ISO/IEC 12207 Improvement process basic
7.31 Process establishment ISO/IEC TR 15504-2 Process establishment component
7.3.2 Process assessment ISO/IEC TR 15504-2 Process assessment component
7.3.3 Process improvement ISO/IEC TR 15504-2 Process improvement component
7.4 Training process ISO/IEC TR 15504-2 Human Resource process new
ISO/IEC TR 15504-2 Human resource management new
ISO/IEC 12207 Training basic
Knowledge management new
7.5 IEEE 1517 Asset management process new
7.6 IEEE 1517 Reuse program management process | new
7.7 IEEE 1517 Domain engineering process new
8
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